SimCapture Pro/Enterprise Advanced Diagram
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SimCapture Cloud uses AWS Route53. This uses
dynamic/changing IP addresses and ranges.
Whitelisting is not recommended.

Port Summary
Qutgoing To Internet - TCP/443 UDP/3478

Support Access - For SimcCapture support the team
will need VPN and RDP access to each network or
other remote access such as TeamViewer/

Internal Network Ports in case equipment is spread on
multiple VLANs (not recommended):

TCP/443 — browser communication

TCP/554 — audiolvideo streams over RTSP
UDP/3478 — webRTC live video from node to

SimCapture Cloud, control and debrief PCs

Browser over hitps/443 “-Simcapture.com

Network| Firewall

The node is NOT a webserver
and should not have public IP. A
connection made to the cloud
site all communication done over
HTTPS/WSS
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