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SimCaptu re Enterprise

Cloud Version

Session Permissions and Sharing Defaults

Systems Administrators of SimCapture Enterprise will need to grant Permissions
for Administrators to operate Sessions,and how Administrators and Participants
will View Sessions.This will depend on operational requirements and objectives
of your simulation programs.

Learning Objectives for this document:

* Explain and Visualize the Use Session Permissions for Start, Edit,and
Import Sessions Using Any Scenario

e Qutline and Provide Visualization of Session Contributor Permissions
Default to - View Results, Take Evaluations, Edit Session, Annotate
Session

* Associate the Use of Participant Permission Default to - Annotate
Session,View Others’ Annotations

e Utilize Session Viewer Default to - View All Annotations

* Recognize the Impact of the Application of Automatically Give Session

View Permission to - Session Organization
@ Laerdal
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Session Permissions and Sharing Defaults - SimCapture Enterprise Cloud Version

There is one Session Permission that can be granted in the System Setup by System Administrators.

« Start, Edit, and Import Sessions Using Any
Scenario

Additionally, there are four Sharing Defaults for Sessions.
* Session Contributor permissions default to
* Session Participant permissions default to

« Session Viewer permissions default to

Automatically Give Session View
Permission to

This downloadable printable resource will explain how Session Permissions, Sessions Sharing
Defaults operate and impact Sessions for Administrators and Participants in SimCapture
Enterprise Cloud.

Start, Edit,and Import Sessions Using Any Scenario

System Administrators can grant Session Permissions for an Administrator to Start, Edit, and
Import Sessions if this is a requirement for their role in your simulation program.

Note - this will mean that selected Administrators will be able to Start and Edit any Session as well
as Import Sessions for any Scenario. See below for a detailed explanation.

¢ This Administrator account (no Cog Icon for System Setup) below does not have
any Permission to Start or Edit Sessions

BN Sessons  [] Couses a7 Reports A& Users @ Calendar 338 Control 9 Ralph Admin ~

e The Administrator
Welcome, Ralph! can see that there are
no Sessions running

* The Nodes, which are
the simulation areas

Quick Debrief Start or Watch a Session Last Updated: mintesago &%

Downstairs Exam Room 1 Paul's Room 1

part\cw:)a:.em Training Room are a dark green/blue
or own will be available to
et ers R RN CURRENTLY OFFLINE * This means the
Administrator
cannot Start, Join or
Essential Cardiac . .
Auscultation Orient... Session - Novembe Session - September Edlt any SESSIOHS

5:41 PM 23,2021, 12:33 PM
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@ To grant Permission to Start, Edit and Import using any Scenario, the Systems Administrator will
need to access the System Setup via the Cog Icon on the Global Navigation Bar, locate Sessions under
User & Security and select Edit.

simcapture’ | m sesons

System Setup

System Setup Configuration

Sessions
1 General Settings

Configuration the SimC: i

fthe options to Inventory

T Permissions
= Configuration Organizations.

Start, Edit, and Import Sessions Using Any Scenario
None

Question Categories

jsers & Security

Login Securty
Date and time, Languag, Site Name,

Notiications, and URL Sharing Defauits

Inventory ltems are supplies associated

Users
nnnnnnnnnnnnnnnnnnnn
courses Session Contributor permissions defautto
‘Add Locations where sessions vil ke VewResults
place Calendar
. Take Evaluations
@ Associate Users, Scenarios, and Sessions Center Sign-in
Center Sign-in with different Organizations Edit Session
e ories Organize questions into categories Rect Amnotate Session

Annotation Library.

Session Patient permissions default to

Recording Devices. Recording Devices View session
Simuators ers & Securty SEREEE Annotate Session
Applications Appications

View Others' Annotations.

@Type in an Administrators name, this can be all Administrators if required. If all Administrators
is selected this Permission will apply to all Administrators.

* (A)add

Administrators pture | BN Sessons  [] Cowses A7 Reports A Users (D) Calendar  HE Control . | €8 Paul Fox-Slater ™
name' O'r all System Setup
Administrators
Configuration
General Settings Sleelens ¢ Cance B Ssave
* (B) Remember to ety
Save Locations Permisgions
Organizations B
TS Start, Edit. and Import Sessions Using Any
Scenario
Users & Security "
° NOW When the Login Security q
Administrator logs vsers . )
A R haring Defaults
ln they Can see the Calendar Session Contributor permissions default to
Nodes are available eterSignn 3 vien resuts
. Recording & Sessions [ Take Evaluations
(blue in color) to D i
Start Sessions Eeconopevices [ Ammotste Session

BN Sessions [ Courses A" Reports users (D) Calendar Control Ralph Admin ™

Welcome, Ralph!

Quick Debrief Start or Watch a Session Last Upoated: 19 seconasago %3¢

* The Nodes are now

You have not participated in

any sessions. The next i = R 1 Paul's Room 1

session you participate in ‘[[)rg\l’:]?nsgtaR‘rosom xamroom blue and they can

or own will be available to .

Cemetnere s e P Start a Session and

Edit the Session

Session - Septembel
23,2021, 12:33 PM

* Note - if the Administrator Starts a Session they are the Owner so they can Edit the Session

* This Does Not apply to Sessions started by another Administrator

4 | Enterprise



Laerdal Learning Solutions

Sharing Defaults - Session Contributor permissions default to

Sharing Default Permissions for Sessions Contributors can be given instead if full Session Permission
is not required for the Administrator’s role. These Permissions are Defaults when an Administrator
is added to a Session as a Contributor, see below for:

e View Results

o Take
Evaluations

o Edit Session

* Annotate
Session
See below to see how not having Sharing Defaults for Session Contributor Permissions
impacts an Administrators account when a Session is started in the domain to which they
belong

i B Sessions Couses AP Reporis i Users Calendar  4ae Conirol
-

* Under Users & Security

_ System Setup
in Sessions, we can see —
Configuration
. ¢ Sessi -
that there are no SeSSIOI’l General Settings gaslone 4 Edit
. . . I
Contributor Permissions L” S
for Sharing Defaults Oz
Question Cateqories Start, Edit, and Import Sessions Using Any Scenario
set by the Systems ’ Nore
Users & Security
Administrator in this LognSecuy
SimCapture domain Srerebetts
Us
° The SYS tem C:rsses Sessi\:: i(;r;:lk‘:t\;torpeunissmns default to
.. Calendar
Administrator has not — Toke Evaatons -
. Edit Session
granted Start, Edlt, and Recording & Sessions Annotate Session
Im port Se S Slon S USI n g Any ATl Session Patient permissions default to
Recording Devices View Session
Scenario smsors JR—
Applications View Others' Annotations

¢ This System Administrator or an Administrator (with Permission) is now starting an Ad-hoc
Session, this meansitis notaligned toa Course or Scenario.

Session - November 22, 2021, 1:20 AM = =] (]
People

Paul Slater v

* We can see that there

@ e e are no Contributors
& the selected Course. They can view, edit, and
e S — o but cannot delsts

changs the session cwner. added to thlS Session

¢ Always remember to
Save selections when
S, s start a Session

Search for a participant

Search for a contributer

A B - |
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* This Administrator,
when logging into the
same domain cannot
Join the Session

¢ They can also not Start
a Session in the other
Nodes, the simulation
areas

* This is consistent with
Permissions in the
System Setup

Welcome, Paul!

Quick Debrief

o Debrief Session

new session

Start or Watch a Session

Last Updated 5 seconds ago

Purple Pod

12:05 AM

Session - November 22, 2021,

Green Pod

Orange Pod

NO SESSIONS ARERUNNING NO SESSIONS ARE RUNNING

Vernon Russell AUS.NZ

NSG 107 Sunm
assessment

¢ The Node where the Session is running is running is red but slight blurred,
this means the Administrator does not have Permission to Join

(@ To grant the Administrator Sharing Defaults for Session Contributor Permissions return to the
System Setup page via the Cog Icon and locate Sessions under Users & Security and select Edit.

simcapture

System Setup

Configuration

Inventory
Iy Configuration
Organizations

Queston Categories

sers & Securty

Log

Sessions w
Users
AddLocations where ssssons il ke
Causes
pace
Calondar

Associate Users, Scenarios, and Sessions

Center S with iferent Organizations

el ries Organize questions into categories.

Annotation Library
Recording Devices
Simators
Applications

System Setup

Configuration
General Settings
Inventory
Locations
organzations
Guestion Categories
Users & Securty
Logn securty
Users
Courses
Calendar
Center Sign-in
Recording & Sessions
Annotation Lirary
Recording Devices
Simuiators

Applcations.

Sessions

Permissions

Start, Edit, and Import Sessions Using Any Scenario
None

Sharing Defaults

Session Contributor permissions defaultto
View Results
Take Evaluations
Edit Session
Annotate Session

Session Patient permissions default to
ViewSession

Annotate Session

View Others' Annotations

(@ Select the Session Contributor Permissions Defaults that the Administrator requires

and select save to keep changes.

Available selections:

o View Results

» Take
Evaluations

 Edit Session

* Annotate
Session

B Sessions

General Settings
Inventory
Locations
Organizations
Qusstion Categories
Users & Security
Login Security
Sessions
Users
Courses
Calendar
Center Sign-in
Recording & Sessions
Annotation Library

Recording Devices

Simulators
Session Patient permissions default to
Applications
[ View Session
IP Video Feeds
[ Anrotate Session
IP Audio Feeds
[J View Others' Annotations
About
Version and Support Session Participant permissions default to

[ courses

Permissions

Start, Edit, and Import Sessions Using Any

Scenario

Search for a User

Sharing Defaults

A2 Reports - Users

© celendar

5 Control

=l | @ PouiStater ~
T

Session Contributor permissions default to

View Results
Take Evaluations
Ecit Session
Annotate Sessien
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* Now when the Systems
Administrator Starts a
Session they add the
Administrator as a
Session Contributor

* Adding Session
Contributors to
Sessions is done by
editing the Session
Viewer in the People
tab

¢ To do this click on the
Pencil icon

Session - November 22, 2021, 12:05 AM

‘Session - November 22, 2021, 12:05 AM

-

4) 1342

Paul Slater v

Course Owner and Co
the selected Course.

rs are inherited from
view, edit, and
delete the session or

e Under Contributors
add the Administrator

Type 3 or more characters to start
searching

[Bearch for a participant ‘

* The Administrator will be given the Contributor Defaults set up by the Systems

Administrator

* To show these
simply click on
the
Administrators
name

* The Defaults can
be edited to suit if
required at the
Session level

Session - November 22, 2021, 12:05 AM

«) 2039

Paul Admin1

Contributors can view the session and see 3
annotations. If given permission, they may alo have:
access to edit. annotate and view complete
reflections.

4 Annotate Session

4 EditSession

4 Take Evaluations

4 View Resulis

o] o |
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Session - November 22, = =] ]

.

Paul Slater -

@ : : * Remember to Save
Y

y = annotat :ssions but cannot delete the session or
= change the session owner.
- 7
57 =
j‘.
4
LS

4 Search for a participant
h

* Now when the Administrator logs in they can Join the running Session
started by the Systems Administrator

simcapture ‘ BN Sessions  [) Couses " Reports A% Uses () Calendar Monitar

* Note - they do not
have Permission to
Start a Session in Guick Depriet Startor Wateh 2 Session
the other Nodes

° PeenetSesan Purple Pod Orange Pod Green Pod
* The Administrator

1 ] . .th' ;\Vewrszssrsrmy o 'NO SESSIONS ARE RUNNING NO SESSIONS ARE RUNNING
can only Join this

. . . DEBRIEFSESSION  —3
Session, either live [ 2]

or post from the
Session list or on
the main user
interface

Welcome, Paull

Vernon Russell AUS.NZ NSG 101Summative
assessment

Session - November 22, 2021, 12:05 AM

* The Administrator
has the Default
Permissions as a

Session - November 22, 2021, 12:05 AM ;
@ : Session
9
— Purple Pod

Contributor to

e e tene View Results, Take
" ) . .
. A - ;'[' November 22, 2021 EValuatlonS, Edlt

A Sessions, and
Annotate Sessions
as setup by the
Systems
Administrator

None

8|
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Session Participant permissions default to

Permissions for Participants can be given for Annotating Sessions as a Default for:

* Annotate Session (the Participants can Annotate a Session release to them)

* View Others’Annotations (the Participant can View Annotations in the Session done by other

Participants or Administrators)

@ Return to the System Setup page and go to Sessions under User & Security and
select Edit

System Setup

Configuration

to and time, Language, Site Nam,
Notfications, and URL

Inventory tems are supplies associated
with scenarios and sessions.

‘Add Locations where sessions il take

Users & Securty

Recording & Sessions

System Setup

Configuration Sl
General Settings
Inventory
Locations Permissions
Organizations
T Start, Edit, and Import Sessions Using Any Scenario

None
Users & Security

Login Security
Sessions Sharing Defaults
Users
Courses Session Contributor permissions default to
G View Results

Take Evaluations
Center Sign-in

Edit Session
Annotate Session
‘Annotation Library
Session Patient permissions default to
Recording Devices
View Session
Sluator Annotate Session

Applications View Others' Annotations

@ Select the Session Farticipant Permissions defaults that the Participant will require and

select Save to keep changes.

Users
Sharing Defaults
Courses

Calendar
Session Contributor permissions default to

Center Sign-In
[J viewResuits

Recording & Sessions [ Take Evaluations

[ Editsession
[J Annotate Session

Annotation Library

Recording Devices

Simulators

Session Patient permissions defauit to
Applications

[ viewsession
IP Video Feeds

[ Annotate Session
IP Audio Feeds

[ View Others' Annotations

About
Session Participant permissions default to
Version and Suppert

Annotate Session

View Others' Annotations

Session Viewer permissions default to
[ view All Annotations
Automatically Give Session View Permission to

[ session Organization

Available selections:

* Annotate Session

* View Others’ Annotations

System Setup

Configuration
General Settings
Inventory
Locations
Organizations

. Remember T_O SGVe Question Categories

Users & Security
Login Security
Sessions
Users
Courses
Calendar
Center Sign-in

Recording & Sessions
Annotation Library
Recording Devices
Simulators

Applications

Sessions

< Cancel B Sae

Permissions
Start, Edit, and Import Sessions Using Any

Scenario

Search fora User

Sharing Defauits

Session Contributor permissions default to
[J ViewResults

[ Take Evaluations

[ EditSession

[J Annotate Session

Session Patient permissions default to

[ View Session

Enterprise |9
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* When the Participant logs in they will be able to Annotate a Session released to them
and View Annotations done by other Users in the same Session

Nasogastric Tube Insertion

* Simply change the
Default Permission
at the Session level
depending on the
requirements if
needed

Annotate

Confirm Order

Gather Supplies

Hand Hygeine

* Changes are not

retrospective once the
Permission has been

given for the Session

Identify Patient

Check Allergies
Provide Privacy

Explain Procedure

u Clean Table for Setup
2e » A
> 9 4 05591524 Il o Assess Abdomen o

* If changes are made it
will only impact
future Sessions

Session Viewer permissions default to

Administrators can be given Permission by a Systems Administrator to View a Session with
Annotations as a Default when added to a Session as a Viewer.

(D To grant an Administrator Session Viewer Permissions as a Default return to the System Setup page
via the Cog Icon and locate Sessions under Users ¢ Security and select Edit

simcapture’ | B sesiors
f System Setup
S S Configuration
System Setup Y Sessions
1 Generai Settings
Contguratr optonts Ientory
I Permissions
ety
. organzstions
p—
cueston Categoris Star, it and mport Sessions Using Any Scerario
Organizatons None
Question Categories ecurity
ers Date and time, Language, Site Name, LognSecuiyj
N Notricatons,nd URL - Sharing Defaults
N w inventory Inventory tems are supplies associsted -
Users with scenarios and sessions Erry ‘Session Contributor permissions default to
ccetons Add Locatons uhere sessions il ke
Courses. place Calendar View Resuits
Take Evaluatons
iy carization Associate Ussrs, Scenarios, a nd Sessions Center sign-in
CenterSignin wihfferen Organizatons it session
- oo sion Categories Orgaizs uestons o catsgores Annotate Session
-
Annotation Library 2 ‘Session Patient permissions default to
Recording Devices Ll View Session
Simulators EuFES Annotate Session
Applications. Applications View Others' Annotations.

10 |
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(@) Select View All Annotations under Session Viewer Permission Default to if you want
Administrators added as Viewers to able to see Annotations

simcapture ‘ W Sossons [ Cousss 7 Roporis 2% Usew (D) Cabndar B8 Control gl | 8| @) PoutFox Siater ~

Calendar
Session Contributor permissions default to

[J viewResuits

Center Sigr

e Note - thisisaas
SRS [] Take Evaluations
a Global Default Annotation Liary 0 earsesson

Recording Devices

that will apply to all Smustors

[] Annotate Session

Session Patient permissions default to

Administrators added as o O vewsession
. . o Fesds [[] Annotate Session
Viewer to a Sessions 7wt Feed [ viewotners annotations

About
Session Participant permissions default to
Wersion and Support

 This is not retrospective O3 Anotete Session

Exams

[] view Others' Annotations

and will not impact past eamfions
Session Viewer permissions default to
Exam Stations
[ view All Annotations
Honor Code
Permissions Automatically Give Session View Permission to

[] session Organization

Session - November 27, 2021, 9:06 PM B ]

change the session owner. &

* This Systems
Administrator
is adding the
Administrator to a
Session as a Viewer

Search for a contributor

Search for a participant

issons * This can be changed
at Session level, see
below

® annotate Change Permissions

T
o) 1042 2

e The Administrator Session - November 27, 2021, 9:27 PM
has View
Permissions for
the Sessions with
all Annotations as
a Default

* Simply untick
to remove View
Annotations

* Always remember
to Save

Internal viewers can only see video, notes, and any
simulator data

E| View All Annotations

o : [ B3




SimCapture Enterprise Cloud

simcapture’ | MK sesors [J coarss A7 Ropots 2% sz (D) Calencar © sauizamn -
 The Welcome, paul!
Administrator Quick Debrief Start or Watch 2 Session Lest Upcaies: 1sscondage £E
can now View
the Session ;.Owg T:ﬁ.szprah:anxm ' Studio
when they B

: debrief here. WATCHSESSION (B
login FEE===e]

* The Node is
bright red

My Active Courses

Nane

Session - November 27, 2021, 9:27 PM c] _

EventLog +

[+

Search Event Log

* The Administrator can
View Annotations on
the time line and the
Session log

Effective role delegation

n Hypovolamia

f

) 0304

* Note - this Administrator has not been given any Session

Contributor Permissions, only View Permission so they cannot
Edit

+ View Permissions are not retrospective and will not impact
past Sessions

* Remember - for the Administrator to View Annotations the Systems Administrator

can set this Permission as Default in the Systems Setup or it can be added at Session
level

12|
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Automatically Give Session View Permission to

* All Administrators can given be given Session View Permission for the
Organization they belong to

@ To grant all Administrators in an Organization, Automatically Give Session Viewer Permissions as a
Default return to the System Setup page via the Cog Icon and locate Sessions under Users & Security and
select Edit

simcapture Sees & a8 uen (D caenar F K- e Paui Slater ¥ o
| | System Setup
Configuration
System Setup . Sessions
1 Generaiettings
Configuration lect. f the options T Inventory
[ Permissions
Inventory
. contu Organizations
SETED TS Start, Edit, and Import Sessions Using Any Scenario
Organizations. 9 None
Question Categories Users & Security
RS , Logn Secuty
Login Security Notifications, and URL. S Sharing Defaults
Sessions rentory Inventory Items are supplies associated Users
Users with scenarios and sessions. ] Session Contributor permissions default to
Add Locations where sessions will take
ViewResuits
Courses place Calendar !
N ‘Take Evaluations
Calencar Organiatc Associate Users,Scensrios and Sessions Center Sign-n
CenterSgnin it difren: Organizations EditSession
= — Question Categories Organize questionsinto categories Annotate Session
Aovotaton brary Session Paient permissions defautto
Recording Devices GRS View Session
Simulators. Users & Security Simuiators Annotate Session
Agplications. Applications View Others' Annotations

OtUre® | MK sessons [ Cowses A7 Reporis 2% uses (D) Caencar 2 connol | 83 e Paul FoxSlater ~
Calendar
Session Contributor pErm\SSiUnS default to
Center Sign-In

[J View Results

Recording & Sessions [J Take Evaluations

Annotation Library [ Edit Session

Recording Devices [ Annotate Session

e All Administrators Smustors
in that OrganiZGtiOﬂ Applications

IP Video Feeds

will now have View s e [ anmotate Session
Lo [ view Otners' Annotations
Permission About

Version and Support

Session Patient permissions default to

[J view Session

Session Participant permissions default to

[ Annotate Session

ams
S [J View Others' Annotations
Exam Flows

Session Viewer permissions default to
Exam Stations ks

[ wiew All Annotations
Honor Code

Permissions. Automatically Give Session View Permission to

Session Organization

Session - November 27, 20z

* This will mean that the
Organization set in the
| —k Session Viewer will allow
U all Administrators
who belong to that
. Organization to have
Hosimuatr z View Permissions

Select Course -

@ annotate

[ 13
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° AH Administrators in | BN Sessions [ Couses A7 Reports A% Uses () Galendar 9 paul admin ~

the Organization
will be able to View

Welcome, paull

th S ) 1 Quick Debrief Start or Watch a Session LastUpdated: 1 secondago %t
€ vession 1ive or
pOSt event from their You have not participated in
any sessions. The next Studio
own login or omwaibs s s

debrief here, WATCHSESSION (&)

My Active Courses

None

If this is not appropriate for your simulation program
you can remove it as a Default in the System Setup

OGN SEcUTy
3 Sharing Defaults

Users
Courses Session Contributor permissions default to
Calendar View Results

N Take Evaluations
Center Sign-In

Edit Session
Recording & Sessions Anmotate Sssion * Changing this permission is not
(ST Session Patient permissions default to retrOS eCthe and Will Onl
Recording Devices View Session p Y
smisors aomatee sesson impact future Sessions
Applications View Others' Annotations
IP Video Feeds

Session Participant permissions default to
IP Audio Feeds N
Annotate Session

About View Others' Annotations

fesiaanasupnoy Session Viewer permissions default to

Exams View All Annotations
Exam Flows Automatically Give Session View Permission to
Exam Stations Session Organization
Honor Code

* An Organization can be added to the Session Viewer to share
with Administrators on a case by case basis

Session - November 30, 2021, 4:24 PM

* Remember that
Participants cannot
View a Session unless
it as been released to
them

Search for a contributor

Search for a participant

o ! Change Permissions
=N
e VIEWERS

‘Bachelor of Nursing 3¢

. [search for a viewer

Type 3 or more characters to start

searching

* Automatically Give Session View Permissions to Session Organization
is not retrospective and will not impact past Sessions

14|
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How-To Videos

* Scan the QR Codes below to access How-To Videos

Understanding Understanding
Session Permissions Sharing Defaults

15|





