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1. Secure Remote Worker Profile Overview

The Secure Remote Worker profile provides all the configurations required for the Secure Remote Worker client.

This profile is JSON based and very easy to modify with the new Secure Remote Worker Profile Editor via the

ThinScale Management Console.

© Copyright ThinScale 2023, All Rights Reserved
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2. Profile

|= ) Secure Remote Worker Profile Editor
H save Profile [Ey Export Profile [= Import Profile [ Exit Profile Editor

£ Profile Details:

| Profile Details
Secure Remote Worker

Profile Name: SRW V7

Access Palices Profile Revision 42
Computer Settings

End Point Pratection Revision Notes:

End Point Security

Administration

Validation Tool

r *r v r v v

Software Package Installation
Client Paths

Profile Description:
ThinScale Virtual Desktop Agent £

Profile Details

Profile Name
Shows the profile’s name.

Profile Revision

Shows the total amount of edits you made on the profile.

Revision Notes

Shows the comments you added when editing a profile.

Profile Description

Brief description of the profile.

Note: based on the comments, you can track changes made on that profile and revert to a previous revision if desired.
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3. Secure Remote Worker

|= ) Secure Remote Worker Profile Editor -/l 8| x
H save Profile E.l Export Profile [ =5 Impert Profile  |EY Exit Profile Editor % Import/Export Wizard

P secure Remote Worker:

Profile Details
+ iSecure Remote Warker Stop the Machine Service when Secure Remote Worker is not active

+ Appearance
Ribbon Bar
KioskBar
Dizplay

Prevent Management Server communications when Secure Remote Worker is not active

Before the Secure Remote Worker launches a warning message is displayed to the user before their session is logged out:
+ Applications

VDI Connectors Title: Secure Remote Waorker
Connector Login

Login Cptions Message: | Secure Remote Worker needs to log you out before it can continue,

Please ensure you have saved all your work before continuing,
Workspace Control ¥ your v 9

LDAP Integration Are you sure you want to logout and launch Secure Remote Worker?
Local Applications
~ Secure Browser
Web Sites
Url Filtering
v Access Policies )
i Enable Session Password
v Computer Settings
+  End Point Protection
+  End Point Security
v Administration
Validation Tool -

Software Package Installat
oltwars Fackage instalaten Device Login Options:

Client Paths
Thin5cale Virtual Desktop Agent Ignore Shift Override
General:
Allow Secure Remote Worker to be dosed Enable Secure Remote Worker "Pull Down' menu
Enable shell monitoring Hotkey : CTRL +ALT +

Don't silently restart if a hard error occurs
+/| Exclude SYSTEM account from Secure Remote Waorker palicy

Enable Secure Remote Worker Helper Tray

Secure Remote Worker Mode

Stop the Secure Remote Worker Machine Service when Secure Remote Worker is not
active

If enabled, the Secure Remote Worker Machine Service will be stopped if not in Secure Remote Worker mode.

Prevent Management Server communication when Secure Remote Worker is not active

If enabled, communications between clients and the Management Server will be stopped when not in Secure Remote
Worker mode.
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Enable Session Password

If enabled, SRW users will be able to set up a local password that can be used to lock and unlock the user session

Use LDAP Auth Provider password if available

If enabled, the password used will be the one from the auth provider.

Require complex password

Complex passwords must include at least one of each of lower-case letters, upper-case letters, numbers, and
symbols.

Minimum password length

If enabled, the password length must match the specified number.

General

Allow Secure Remote Worker to be closed
If enabled, users will be able to close the Secure Remote Worker Ul.

Enable shell monitoring
Enables Secure Remote Worker’s shell monitoring application which can be accessed via the CTRL + ALT + BREAK
hotkey combination.

Don’t silently restart if a hard error occurs

This option has been retired and is no longer available.

Enable Secure Remote Worker ‘Pull Down’ menu

This option enables the CTRL + ALT + DOWN ARROW hotkey combination to display the Secure Remote Worker ‘Pull
Down’ menu.
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(2] Thinkiosk Demo Accessibility ~ Preferences ~ Power Options Advanced ~ & 2 g S a2iem | B

Secure Remote Worker ’s ‘Pull Down’ menu can be accessed even when connected to a full-screen remote session

allow you access to options available on Secure Remote Worker’s ribbon bar.

Exclude SYSTEM account from Secure Remote Worker policy

If enabled, an action performed under the SYSTEM account will be allowed to run. Useful when a write filter is
installed on the machine.

Enable Secure Remote Worker Helper Tray

If enabled, the SRW tray icon will be displayed inside the user session

@ Launch 5ecure Remote Worker

@ Reset Session Data

@ Uninstall Secure Applications
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4. Appearance

|= ) Secure Remote Worker Profile Editor -/l 8| x
H save Profile E.l Export Profile [ =5 Impert Profile  |EY Exit Profile Editor % Import/Export Wizard

P | Appearance lRibhon Bar] IﬁoskBar] Display]

Profile Details General Appearance:

+ Secure Remote Worker

+ |Appearance /] Custom Title

Ribbon Bar i1t SRAW PROFILE ::::
KioskBar
Dizplay Theme: Grey - Show SRW Maximised on launch
+  Applications
PP Window Percent: |95 - Do not allow window resizing
b Secure Browser
b Access Polices e
v Computer Settings ) .
+ End Paint Protection Use USA flag for english Use Swiss flag for German
»  End Point Security Retain Users Last Language Preference Enforce Language:
b Administration '
Validation Tool Splash Screen:
Software Package Installation
Client Paths Hide Splash Screen

Thin5cale Virtual Desktop Agent Custom Splash Screen image:

Enter fully qualified paths for your custom image files. Supported file types indude PNG, BMP, JPEG, GIF, TIFF

The splash screen needs to have a image size of 334 x 171
The application wallpaper image size is dependant on your screen resolution
Thiz image must exist on the target machine

General Appearance

Custom Title

Allows you to configure a customised title for the Secure Remote Worker Ul. If no custom title is provided, Secure
Remote Worker will use the title ‘Secure Remote Worker’ by default.

Theme

Sets the theme Secure Remote Worker Ul will use.

Show Secure Remote Worker Maximised on launch

If enabled, the Secure Remote Worker Ul will launch maximised and will override the Window Percent setting.

Window Percent

Set’s the size of the Secure Remote Worker Ul

Do not allow window resizing

When enabled the Secure Remote Worker Ul is fixed to the size it was launched at.
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Language

ats English B English
== Dutch == Dutch
Bl French Bl French
B German | Ed German
— < i talian — I< ‘.i italian
== Spanish | &= Spanish
& | g |8 | o z2em & 8 = 2:24PM

Use USA flag for English

Switches the USA flag icon in language selection for the English language.

Use Swiss flag for German
Switches the Swiss flag icon in language selection for the German language.

Retain Users Last Language Preference
Secure Remote Worker remembers the user’s language selection and automatically switches to that language the

next time it starts.

Enforce Language
Forces Secure Remote Worker to use the selected language.

Splash Screen
Hide Splash Screen

If enabled will hide the splash screen window.

Custom Splash Screen image
Enter a fully qualified file name for the custom splash screen image. Supported file types include PNG, BMP, JPEG,
GIF, TIFF. Image size 394x171.

© Copyright ThinScale 2023, All Rights Reserved
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Appearance - Ribbon Bar

|= ] Secure Remote Worker Profile Editor — /o | x

ave Profile ort Profile | = Import Profile it Profile Editor & Import/Export Wizan
Save Profil Export Profil Import Profil Exit Profile Edi G port/Export Wizard

P Appearance Ribbon Bar ]HoskBar] Display]

Profile Details Ribbon and Status Bar Appearance:

Secure Remote Worker
+~ Appearance

Use Small Ribbon

Minimise Ribbon by Default

: Ribbon Bar
KioskBar Hide Printer Settings Hide Log Off
Display
_— Hide Keyboard Settings Hide Yolume Settings Hide Shutdown
v Applications
+ Secure Browser Hide Mouse Settings Show Audio Device Selection Hide Restart

Access Polides

Computer Settings

End Paint Protection

End Point Security
Administration

validation Tool

Software Package Installation
Client Paths

Thin5cale Virtual Desktop Agent

w1 Hide Screenshot Utility
Hide About Button
Hide Date / Time Button
Hide WiFi/ Lan Button

i/ Show Touch Keyboard Button

\f Show Tabs in Ribban

Show Only Oppaosite Tab

Show 12 hour Clock

Show Device Name in Ribbon
Hide Audio Button
Hide Connection Icon
Hide Language Selection

Hide Bluetooth Icon

! Use srwr Display Resolution Settings

Show 24 hour Clock @) Hide Clock

Hide Lock Screen
Hide Battery Status

Hide Unlodk Button

Revert to Defaults Select All

Ribbon and Status Bar Appearance

The distinct options in this section allow you to hide (if selected) the individual settings you do not require to be

displayed on the ribbon bar, the status bar or the Secure Remote Worker Taskbar for the Secure Remote Worker
client.

Use Secure Remote Worker Display Resolution Settings

If enabled, Secure Remote Worker will use its display settings panel, not the built-in Windows Control Panel applet or

Settings application, to allow uses to change monitor resolutions.

Note: this option must be selected when Secure Remote Worker is the main shell, or a timeout error will be shown.

Revert to Default

If clicked will reset all the settings to the default one.

Select All

If clicked will select all the options at once.

WWW.THINSCALE.COM
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Appearance - KioskBar
General Settings

|= ) Secure Remote Worker Profile Editor — /o] x

Bl save Profile E.l Export Profile [ =5 Import Profile  |£3 Exit Profile Editor E Import/Export Wizard

R Appearance] Ribbon Bar  KioskBar lDispIay]

Profile Details General Settings:
+ Secure Remote Worker

+ Appearance i Show the Secure Remote Worker kioskbar Group kioskbar buttons by application
Ribbon B . =
: sttt Delay startup by |0 +| seconds 5 =
{ KioskBar
Display /| Show kioskbar on all displays

+ Applications Always keep kioskbar on top

v Secure Browser

v Access Policies ! Apply background appearance to desktop

b Computer Settings Show time on kioskbar as
+  End Point Protection

» End Paint Security Show date on kioskbar as

Prioritise buttons when moving from overflow

Show window preview on mouse haver

+ Administration

KiogkBar mouse hover delay

(Long)

Validation Tool ] Erable di R

nable diagnostic logginy
Software Package Installation g L
Client Paths

ThinScale Virtual Desktop Agent

Notifications Area:

o] Show system notifications area
Block notification icon user interaction Block notification balloon message pop-ups
Show input method selection notification icon

Limit the processes that can use the tray (* requires UWP support enabled)

Window Control:

Allow the user to minimizefrestore application windows from the kioskbar

r YoPRODUCT % for S

FPRODUCT %o

Show Secure Remote Worker kioskbar
Enables the Secure Remote Worker taskbar. This is a replacement taskbar for the one provided by Windows Explorer,

showing your currently running applications.

‘ @ Secure Remote Worker 1.0

© Copyright ThinScale 2023, All Rights Reserved
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Delay startup by
If enabled, Secure Remote Worker start-up will be delayed by the number of seconds you specified in the numeric
box, allowing you to wait for potential applications that need to start before Secure Remote Worker.

Show the KioskBar on all displays

If enabled, the Secure Remote Worker KioskBar will be visible to the user on all available displays.

Always keep KioskBar on top
If enabled, the Secure Remote Worker KioskBar will be always visible in the foreground of any window (VDI
included).

Apply background appearance to desktop

If enabled, the wallpaper colour or customer wallpaper will be displayed on all desktops.

Show time on kioskbar as
If enabled, a 12 hour or 24-hour time will be displayed on the kioskbar.

Show date on kioskbar as

If enabled, a short or long date format will be displayed on the kioskbar.

Block calendar pop-up access

If enabled, the calendar pop-up will be denied.

Group kioskbar button by application
If enabled, the new SRW 7.2 will group applications together

@NEW 7.2 e (6) Windows Comman... i, l (6) YMware Horizon C... B@ (7) Google Chrome
A
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Combine buttons when more than x

If enabled, applications will be grouped when the specified number of open windows is reached

Expand groups on mouse click

If enabled, groups will be expanded on mouse click

Expand groups on mouse hover

If enabled, groups will be expanded on mouse hover

Auto expand/combine groups as needed
If enabled, groups will be expanded based on the space left on the taskbar

Prioritise buttons when moving from the overflow

If enabled, when moving the button from the overflow to the man kioskbar area, applications clicked will move to
the outer left.

Show window preview on mouse hover
If enabled, applications preview will be displayed on mouse hover

Select Cr\Windows\System32\omd.exe  C:\Windows\System32\cmd. exe C:\Windows \System32Yemd. exe C:\Windows\System32\emd. exe

@NEW 7.2 bl select C:\Windows\s... | Rl C:\Windows\System... RSl C:\Windows\System... Rl C:\Windows\System...

Notification Area

Show system notification area

If enabled, a Windows systray style notification area will be visible to the users.

F B g | & | (- 1340
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Block notification icon user interaction

If enabled, the right-click context menu on the notification area will be disabled.

Block notification balloon message pop-ups
If enabled, balloon tooltip messages on the notification area will be hidden.

Show input method selection notification icon

If enabled and multiple languages are installed on the system, user will be able to switch languages using the systray
icon

Limit the process that can use the tray

If enabled, only the allow/ disallow process will be able to show the icon in the ThinScale systray.

Window Control

Allow the user to minimize/restore application windows from the kioskbar
If enabled, users will be able to minimize or restore any of the applications launched from the kioskbar.

Block control for application windows where the title bar contains the following text

If enabled, any application added to the list will be blocked to minimize or restore using the kioskbar.

Tip: Use * as a wildcard or %PRODUCT e for Thinkiosk

Application Exclusion

Hide application windows where the title bar contains the following text

If enabled, any application added to the list will be hidden from the user.
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Tip: Use * as a wildcard or YPRODUCT Y for Thinkiosk

: SelfServiceMain

e e ————— et nne e st ¢ e o ¢ na o naea iy

Tip: Use * as a wildcard or SPRODUCTYe for Thinkiosk

*notepad
SePRODUCT %
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Appearance - Display

|= ] Secure Remote Worker Profile Editor — /o | x
E Save Profile E;J Export Profile [ =5 Import Profile £ Exit Profile Editor g Import/Export Wizard
P Appearance] Ribbon Bar] KioskBar Display
Profile Details Watermarking:
- Secure Remote Worker
+ Appearance & Show On-Screen Watermark
Ribban Bar Watermark image: Flease use a valid image path that exists on the dient
KioskBar
 Display
v Applications
v Secure Browser
b Access Polices Watermark text: Text size: | 48 paint -
v Computer Settings T —
¢ End Paint Protection St color: e
v End Point Security
v Administration
Validation Tool
Software Package Installation Watermark transparency: | 10%
Client Path
n.an N S i/] Use background color: [ White -
Thinscale Virtual Desktop Agent
On-screen image alignment: [
<= >
K N
Center
! Show watermark on all displays

Watermark Image

The path where the overlay image must exist on the target machine.

Watermark text

If no image is found/used, you can show a personalized text on the screen as an overlay text

ThinScale Support x| @

{3 Favourites » | https:/kb. thinscale. com/ (=] [+ 1 N x] a2

Welcome to the ThinScale Help Center

Start Here
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Watermark transparency
It is the transparency’s value of the text/image displayed within the SRW desktop.

Watermark transparency
It is the background colour that is displayed behind the text.

On-screen image alignment

It is the position where the image or the text will be shown on the SRW desktop.

Show watermark on all display

It enabled, the watermarking image/text overlay will be displayed to all monitors, otherwise only on the
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5. Applications

|= ) Secure Remote Worker Profile Editor

H save Profile E.l Export Profile [ =5 Impert Profile  |EY Exit Profile Editor

Profile Details
+ Secure Remote Worker
v Appearance

£ Applications l\-‘DI Connecb:rs] Connector Login] Login Options] Workspace Control | LDAP Integration | Local Applicaﬁons]
Applications:

/] Enable Applications

+ {Applications

Use Apps Icon Caption:

VDI Connectors
Connector Login
Login Options
Workspace Control
LDAP Integration
Local Applications
v Secure Browser
+ Access Polices
»  Computer Settings
+  End Point Protection
v End Point Security
b Administration
Validation Tool
Software Package Installation
Client Paths
Thinscale Virtual Desktop Agent

Hide ThinScale Connector Icon Text

Show Tile Quick Find Icon

Background Appearance:

x

% Import/Export Wizard

@) Wallpaper Solid Colour Custom Wallpaper

Wallpaper Colour: | Default - Solid Colour: [

Custom Wallpaper:

Tile Appearance:

Text Colour: 1 Wihite - Revert to Defaults
Custom Desktop Group Text Desktops
Custom Applications Group Text Applications

Custom Remote Apps Group Text

Custom Website Group Text

Remote Apps

Websites

Merge Application And Desktop Icons

Merge Local and Remote Resource Icons

Merge Applications and Website shortcuts

Hide Tile Group Title Text

Digplay Connector name on resource icon
Behaviour:

/] Don't hide SRW when a VDI resource is active

Custom Desktop Handler (seconds):

30

Applications

Enable Application

If enabled, the application tab inside Secure Remote Worker Desktop will be shown.

Use Apps icon caption

Provides a caption to use for the applications tab icon.

Hide ThinScale Connector icon text

If enabled, the ‘ThinScale Connector’ text that is displayed when a user is not logged on is hidden.

WWW.THINSCALE.COM
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Show Tile quick Find icon
If enabled, the quick find icon will be shown inside the SRW Ul. You will be able to search local applications, VDI

desktop, Remote Apps and Web sites.

2 Login
Quick Find...

Q | 00

Quick Find...
e "o OO0 5
MName Type
Amazon Local Applications
v | o
> S
Quick Find...
kel 000
Mame Type
KB Web Sites
KB IE Web Sites

Background Appearance
Allows the configuration of either a built-in Wallpaper or a solid colour to be used as the background in the

application tab within Secure Remote Worker.

© Copyright ThinScale 2023, All Rights Reserved
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Tile Appearance

Text Colour

The colour of the application’s text name.

Custom Desktop, Application, Remote Apps Group Text

Allows for the customisation of the group headings in the applications tab.

Hide Tile Group Title Text
Hides the group headings in the applications tab.

Display Connector name on the resource icon

The ‘Connector Name' is displayed next to the resource icon.

Revert to Default
When clicked the default settings will be applied back.

Behaviour

Don’t hide Secure Remote Worker when a VDI resource is active

If enabled Secure Remote Worker will remain open in the background while in the foreground your VDI session is
open.

Note: recommended if users want to switch between VDI session and Secure Remote Worker desktop.

Custom Desktop Handler

The number of seconds a remote session must be active for before Secure Remote Worker will treat it as an active
session and perform End of Session options when it ends.

WWW.THINSCALE.COM © Copyright ThinScale 2023, All Rights Reserved



http://www.thinscale.com/

THINSCALE

Applications - VDI Connectors

|= ] Secure Remote Worker Profile Editor — /o | x
H save Profile E.l Export Profile [ =5 Import Profile £ Exit Profile Editor g Import/Export Wizard

R Applications VDI Connectors | Cannector Login]Login Opﬁons]\"a’orkspace Contral | LDAP Integration | Local Applicaﬁons]

Profile Details Connector List:

- Secure Remote Worker
Connector Name: Connector Type:  Broker Address: Enabled
v Appearance
+ Applications WvD WD https: /frdweb. wvd. microsoft.com fapi/feeddiscovery fwebfeeddiscover... Mo
YD Connectors TST Store StoreFront http: /fctostf, tstab. local (Citrix ftstab Mo
Connector Login Horizon Harizon https: /ftstiabvmwrbkr0 1. tstlab. local fbroker fxml Yes
! ! . i W i i It
Login Options WvD2 WvD2 https: /frdweb. wvd. microsoft.com,apifarm/feeddiscovery Mo
Workspace Control

LDAP Integration
Local Applications
b Secure Browser

Add Connector

*requires .NET Framework 4.5 to be installed on the dient device

» Access Polides Enable TLS 1.1 support * Disable 550 3.0 support
v Computer Settings )
\ End Faint Protaction Enable TLS 1.2 support &/] Disable TLS 1.0 suppart
v End Point Security Display connector name on any error / warning messages
v Administration
validation Tool Citrix Integration Options:
Software Package Installation Pre Launch Citrix Receiver (if available) Disable Citrix Desktop Viewer
Client Paths
ThinScale Virtual Desktop Agent Don't auto accept Citrix prompts Use Citrix Desktop Viewer
Prompt when password is expiring Enable Desktop Viewer Full Screen Startup

w1 Allow Desktop Restart
Don't display errors after restart
Microsoft RDS Integration Options:
Don't disable certificate prompt Unpin the RDP Client Connection bar
Digable remote computer identity chedking Dizable the RDP Client Connection bar

Enable 550 for RD Gateway Connections

WMware Harizon Integration Options:
\."‘ Digable certificate chedking in Horizon Client Let the Horizon Client handle authentication
Disable 'login as current user' option Disable the Horizon dient shade menu bar

Shaow Horizon View window always on top of SRW window

Automatically Connect USB on Startup Automatically Connect USE when Inserted
Q) Enabled Q) Enabled
Disabled Disabled
Allow user to decide Allow user to decide
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Add StoreFront / RDS / Horizon / AVD (classic)/ AVD Connector

|=] Add StoreFront Connector x

Primary Broker

Connector Name:

Broker Address:
e.g. https://storefront.domain.local

Use Local Credentials (S50) Store Mame:
Ignore SSL Errors Send username in UPN format
Display Desktop Resources Display Remote Applications

Filter Resources

(use a Regular Expression to determine which resources are displayed to users)

Secondary Broker

Enabled
Send username in UPN format
Cancel
(=} Add Windows Virtual Desktop Connector X
/| Connector Enabled

Primary Broker
Connector Name:

Display Desktop Resources Display Remote Applications

Filter Resources

(use a Regular Expression to determine which resources are displayed to users)

Cancel
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[= ] Select Connector Type x
Connector Type: | Citrix StoreFront -
Citrix StoreFront
Microsoft RDS

VMWare Harizon
Windows Virtual Desktop
Windows Virtual Desktop V2

Connector Enabled

Enables the connector for resource enumeration.

Connector Name
The name of the Connector you are adding e.g., ‘Production Store’.

Broker Address

URL for the broker. Examples are given on the associated add broker dialogs.

Note: WVD default connector URL is https://wvd.micosoft.com

Use Local Credentials (SSO)

The credentials of the currently logged Windows users are passed to the broker for authentication.

Note: This is only supported on StoreFront brokers.

Store Name

An optional Store name for StoreFront Connectors

Ignore SSL Errors

Any SSL errors are ignored during communication with the broker.

Send Username in UPN format

If enabled, the Username will be passed as User Principal Name with a format like user@domain
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Display Desktop Applications

If enabled, an application created in the Application tab will be shown together with published application resources.

Display Remote Applications
If enabled, published application resources are returned along with desktop resources.

Note: RDS published RemoteApp applications require Windows Explorer to be running unless the client device is
running Windows 10.

Filter Resources

You can use Regular Expression to show which resources are displayed to the users.

Secondary Broker

The secondary broker details will be used based on the network location of the device; beacons are used to
determine the device location. Secondary brokers can be used when you have a separate internal and external
connection URL.

Enabled

Enables the secondary broker for resource enumeration.

Connector Name

The name of the second connector.

Broker Address
URL for the secondary broker.

Use Local Credentials (SSO)

The credentials of the currently logged Windows users are passed to the broker for authentication. (This is only
supported on StoreFront brokers).

Store Name

An optional Store name for StoreFront Connectors.
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Ignore SSL Errors

Any SSL errors are ignored during communication with the broker.

Display Desktop Applications

If enabled, an application created in the Application tab will be shown together with published application resources.

Display Remote Applications
If enabled, published application resources are returned along with desktop resources.

Note: RDS published RemoteApp applications require Windows Explorer to be running unless the client device is
running Windows 10.

Filter Resources

You can use Regular Expression to show which resources are displayed to the users.

Use Secondary Broker if the following URLs are not contactable

A semicolon-delimited list of URLs’ Secure Remote Worker will try to contact. If any of the URLs in the list are not
contactable then Secure Remote Worker will switch and use the secondary broker configuration details to
enumerate your broker resources.

Connector List

Enable TLS 1.1 support
Enables support for the TLS 1.1 cryptographic protocol

(Note: Requires .NET Framework 4.5 or above).

Enable TLS 7.2 support
Enables support for the TLS 7.2 cryptographic protocol

(Note: Requires .NET Framework 4.5 or above).

Disable SSL 3.0 support
Disables the use of the SSL 3.0 cryptographic protocol.
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Disable TLS 1.0 support
Disables the use of the TLS 1.0 cryptographic protocol.

Display Connector name on any error/warning messages
The ‘Connector Name’ as configured above is displayed next to the resource icon even after an error message
occurred.

Citrix Integration Options

Pre-Launch Citrix Receiver
If enabled, Secure Remote Worker will launch components of the Citrix Receiver such as the Connection Centre.

Enable Citrix Pass-through authentication
Enables pass-through authentication with the Citrix Receiver, this option is required if SSO is enabled in the
StoreFront Connector configuration.

Note: Domain pass-through must be enabled in the “Manage Authentication Methods” in your StoreFront.

Don’t auto accept Citrix prompts

If enabled, any pop-up prompts by the Receiver will need to be manually accepted.

Prompt when the password is expiring
If enabled, during login, the end-user will be prompt with a password expiration reminder, with the option to change
or continue.

ThinScale Connector

o Your password will expire in 38 days

Do you want to change it now?

Yes Mo

Disable Citrix Desktop Viewer

Disables the use of the Citrix Desktop Viewer.
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Use Citrix Desktop Viewer

Forces the use of the Citrix Desktop Viewer.

Enable Desktop Viewer Full Screen Startup
Forces the Citrix Desktop Viewer to start desktop resources in full-screen mode.

Allow Desktop Restart
If enabled, user can restart their desktop while in SRW using the new right-click option.

Virtual Desktops

-

4)

-,

Don’t display error after a restart

If enabled, during g server (usually multi-session) a timeout error could have been displayed. This option will hide it
temporarily until the server is restarting.
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Microsoft RDS Integration Options

Don’t disable the certificate prompt
If enabled, any certificate warning prompts from the RDP client will be displayed.

Disable remote computer identity checking
Prevents the RDP client remote computer identity check. If the remote computer’s identity cannot be verified it can
cause additional security dialogs to be presented on connection.

Enable SSO for RD Gateway Connections
When enabled, user credentials will be automatically passed to RD Gateway providing a complete single sign-on
experience.

Unpin the RDP Client Connection bar

When enabled, the RDP client will start with the connection bar unpinned.

Disable the RDP Client Connection bar

When enabled, the RDP client connection bar will be disabled.

VMware Horizon Integration Options

Disable certificate checking in the Horizon Client
If enabled, all certificate checking by the Horizon client will be disabled.

Disable the ‘login as current user’ option

Disables the ‘login as current user’ Horizon Client feature.

Let the Horizon Client handle authentication

If enabled, authentication prompts will be handled by the Horizon client.
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Disable the Horizon client share menu bar

If enabled, Secure Remote Worker will disable Horizon’s client ‘shade menu bar’.

Show Horizon View window always on top of Secure Remote Worker window
If enabled, the Horizon View will always be opened on top of the Secure Remote Worker window.

Automatically Connect USB on Startup/ when Inserted

Depending on the selected choice, the user will be able/won’t be able to have access to the USB option inside the
Horizon View

# (@ = options » ¥ Connect USB Device v = Send Ctrl-Alt-Delete View Desktops = [ 28
Automatically Connect at Startup

Automatically Connect when Inserted
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Applications - Connector Login

|= ] Secure Remote Worker Profile Editor — /o | x
H save Profile E.l Export Profile [ =5 Import Profile £ Exit Profile Editor g Import/Export Wizard

R Applicaﬁons]VDI Connectors Connector Login | Login Opﬁons]\"a’orkspace Contral | LDAP Integration | Local Applicaﬁons]
Profile Details

Options:
- Secure Remote Worker
+ Appearance Domain Mame: Retain Last Username
~ Applications These settings are used for 3ops, ica, wew and rdp infegration Retain Last Domain Mame
VDI Connectors
{Connector Login To spediy multiole domains, seperate them with semi colons (&) Retain Last User Password
Login Options Don't remove credentials from files

Workspace Control Only allow domain names specified in the Domain Mame field
LDAP Integration .
g Offset the Connector logon dialog placement  X: i
Local Applications

» Secure Browser Update the device name in the Management Console to the last logged on Connector user
b Access Polices
v Computer Settings
+  End Point Protection
+  End Point Security Update the device name in the Management Console to the last logged on Horizon Client user
v Administration
Validation Tool
Software Package Installation
Client Paths
Thin5cale Virtual Desktop Agent

Domain Name

A semicolon-delimited list of domains that are pre-populated in the Secure Remote Worker Login Dialog.

.=. Please log in:

Username:
Password:

Domain: | -

Cancel

Retain Last Username

The last username used during a successful logon will be retained and pre-populated for the next logon.
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Retain Last Domain Name

The last domain used during a successful logon will be retained and pre-populated for the next logon.

Retain Last User Password
The last password used during a successful logon will be retained and pre-populated for the next logon.

Don’t remove credentials from files
When using a Citrix, Microsoft RDS or VMware Horizon connection file, any embedded credentials will not be
removed, and the logon prompt will not be displayed.

Only allow domain names specified in the Domain Name field
When enabled, the domain drop-down field in the Connector login dialog is read-only so users can only select a
domain that is prepopulated in the Secure Remote Worker profile.

Offset the connector login dialogue placement
Allows the on-screen Connector login dialog placement to be changed by specifying X and Y offset coordinates
relative to the centre of the screen.

Positive values will move the dialog down and right

Negative values will move the dialog up and left

Update the device name in the Management console to the last logged on Connector User
When enabled, the device name inside the Management Console will be renamed as the last connected user using
the Thin Scale connector. **

Update the device name in the Management console to the last logged on Horizon Client

User
When enabled, the device name inside the Management Console will be renamed as the last connected user after
the Horizon client has been launched. **

**Secure Remote Worker 6.0 required
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Applications - Login Options

|= ] Secure Remote Worker Profile Editor — /o | x
H save Profile E.l Export Profile [ =5 Import Profile £ Exit Profile Editor g Import/Export Wizard

R Applicaﬁons]VDI Connecbors]Cc-nnechor Login Login Options | workspace Control | LDAP Integration | Local Applicaﬁons]

Profile Details Login | Logoff options:

- Secure Remote Worker
/] Don't auto logon or show the logon window on startup
v Appearance

+ Applications Show the logon window when switching to the applications tab
VDI Connectars Allow main UI interaction when the login window is active
Connector Login

Show the login window after a failed login attempt

| Login Options
Workspace Control Log off the ThinScale Connector after the following interval: (seconds)
LDAP Integration
N Log out of the ThinScale Connector when a session is launched
Local Applications
v Secure Browser Cloze all sezsions when logging out of the ThinScale Connector
v Access Polides Close all sessions when the following session event is detected:
v Computer Settings
" o Session Lodk Console Disconnect
»  End Point Protection
v End Point Security Refresh resources when the following session event is detected:
» Administration Session Unlock Console Connect

Validation Tool

Software Package Installation Show the login window after automatic log out

Client Paths E Disable the login dialog cancel button

ThinScale Virtual Desktop Agent Check location beacons before login

When manually logging out of the ThinScale Connector:

Logon to the ThinScale Connector using following credentials when SRW starts up:

Legal Notice / MOTD:

Use a Legal warning / MOTD before allowing users to authenticate

Don’t auto logon or show the login window on the start-up

If enabled, Secure Remote Worker will not automatically show the ThinScale Connector Login dialog when Secure
Remote Worker starts.

Show the logon window when switching to the applications tab
If enabled, Secure Remote Worker will launch the ThinScale Connector Login dialog when switching to the
applications tab from the browser tab, if not already logged on to the connector.

Allow main Ul interaction when the login window is active
When enabled, users can interact with the main Secure Remote Worker Ul including the Ribbon Bar even when the
Connector login dialog is active.
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Show the login window after a failed login attempt

When enabled, the Connector login dialog will re-appear if the login attempt fails.

Log off the ThinScale Connector after the following interval

If enabled, Secure Remote Worker will automatically log out of the ThinScale Connector after the configured number
of seconds.

Even when sessions are active

If enabled, the Connector login will occur even if there are active remote sessions.

Log out the ThinScale Connector when a session is launched

If enabled, Secure Remote Worker will automatically log out of the ThinScale Connector and the Citrix StoreFront /
Web Interface website after launching a resource.

Close all sessions when the following event is detected

When the Windows machine is Locked, or the console is Disconnected Secure Remote Worker will close all the open
sessions.

Refresh resources when the following event is detected

When the Windows machine is Unlocked, or the console is re Connected Secure Remote Worker will refresh all the
open sessions.

Show the login windows after automatic log out
If enabled, the Connector login dialog will appear after the Connector has been automatically logged out.
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Disable the login dialog cancel button

If enabled, the Connector login dialog’s cancel button will be disabled.

.:. Please log in:

Username:
Password:

Domain: | i

==

Check location beacons before login
When enabled, Secure Remote Worker will determine the location of the device before the Connector login dialog is
displayed. Enable this option you if roam and do not restart Secure Remote Worker.

When manually logging out of the ThinScale Connector

When users click the Connector’s Log Off button the selected action will be performed.

Logon to the ThinScale Connector using the following credentials when Secure Remote
Worker starts up

When enabled, Secure Remote Worker will use the supplied credentials to automatically log on to the Connector at
startup.

Note: Not recommended if multiple users, log to the same machine.
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Legal Notice / MOTD

Use a Legal warning / MOTD before allowing users to authenticate

If enabled, the configured warning / MOTD is displayed to the user before they can log on to the ThinScale
Connector.

This is Secure Remote Worker test legal message! 11!
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Applications - Workspace Control

|= ] Secure Remote Worker Profile Editor — /o | x
H save Profile E.l Export Profile [ =5 Import Profile £ Exit Profile Editor g Import/Export Wizard

R Applicaﬁons]VDI Connecbors]Cc-nnechor Login]Login Options Workspace Control | DAP Integration | Local Applicaﬁons]

Profile Details

Secure Remote Worker

v Appearance

+ Applications
VDI Connectors
Connector Login
Login Options

i Workspace Control

LDAP Integration
Local Applications
b Secure Browser
Access Policies
Computer Settings
End Point Protection
End Point Security

Workspace Control:

Don't perform Workspace Control on resource refresh
W Don't display active sessions for reconnect
&/ Don't auto launch desktop if only one is available
Enable auto launch by resource name:
Don't auto reconnect if only one desktop connection is active

Auto launch delay: (seconds) Retry on launch failure: times, every (seconds)

End Of Session Options:

When the users desktop session ends:

End the following processes:

Administration
Validation Tool (A semi-colon delimited list of processes to terminate before performing the End Of Session action)
Software Package Installation

Client Paths

Thin5cale Virtual Desktop Agent

Don’t perform Workspace Control on resource refresh

If enabled, Workspace control options will not be performed if a user’s click the ‘Refresh Resource’ button.
Workspace control will only be performed after the initial login.

Don’t display active sessions to reconnecting

If enabled any active sessions the user has available to reconnect to will not be presented.

Don’t auto-launch desktop if only one is available

If enabled, Secure Remote Worker will not automatically connect to a desktop if it is the only resource available to
the user.
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Enable auto launch by resource name
If enabled, Secure Remote Worker will auto-launch any resource available to the user in the order they appear in the
configured list.

Don’t auto-reconnect if only one desktop connection is active

If the user only has one active session to reconnect to Secure Remote Worker will automatically connect to it unless
this option is enabled in which case the desktop is displayed in the reconnection dialog.

Auto launch delay

If enabled, auto launching of any resource is delayed by the configured amount of time.

Retry on launch failure
If enabled, when Secure Remote Worker receives a launch error from the associated broker it will automatically retry
the launch for the configured number of times every configured time interval.

End of Session Options

When the user’s desktop session ends
When Secure Remote Worker has detected that all remote sessions have ended it will perform the configured action
on the client device.

End the following processes
A semi-colon delimited list of processes that Secure Remote Worker will terminate before performing the configured
end of session action.
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Applications - LDAP Integration

|= ] Secure Remote Worker Profile Editor — /o | x
H save Profile E.l Export Profile [ =5 Import Profile £ Exit Profile Editor g Import/Export Wizard

R Applicaﬁons] VDI Connecmrs] Connector Login] Login Options] Workspace Control LDAP Integration | Local Applicaﬁons]

Profile Details Enable LDAP Password Change ( Verification integration:

- Secure Remote Worker
Enable Password Change integration
v Appearance

+ Applications LDAP Username:

VDI Connectors

Connector Login LDAP Password:

Login Options Domain List:

Workspace Control
it Mote: This integration relies on LDAP. When specifying a domain, use the FQDN, e.g. domain.name.local

{LDAP Integration (to use multiple domains seperate with a *;". e.q. domain. local; top.domain.local)
Local Applications

b Secure Browser
b Access Polices
v Computer Settings
»  End Point Protection
v End Point Security
v Administration
Validation Tool
Software Package Installation
Client Paths
Thin5cale Virtual Desktop Agent

Password palicy:

Enable LDAP Password Change/Verification integration

Enable Password Change integration
If enabled, users have the option to change their domain password before logging on to the ThinScale connector.

2 lLogin] && Change Password
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LDAP username

A domain username that has permission on the domains in the domain list to change user passwords.

LDAP password

The password of the account is specified in the LDAP username option.

Domain List
A semi-colon delimited list of FQDN’s that users can change their password for.

Only show LDAP Password change dialog when the password is expired
If enabled, the “Change Password” button won’t be shown to the user.

Enable Secure LDAP (636)

If enabled, secure LDAP communications will be used.

Validate connector credentials via LDAP

If enabled, the user’s credentials entered in the ThinScale Connector login dialog are validated by LDAP before being
passed to the configured Connectors.

Automatically retry Connector login after successful password change
If the user is changing their password as the result of an expired password result from the ThinScale Connector.
Secure Remote Worker will automatically retry the Connector login using changed credentials.

Hide domain list in password change dialog

Hides the domain dropdown list in the change password dialog.

Password Policy
A free text entry field allows you to detail your company password policy. This information is displayed in the change
password dialog.
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Applications - Local Applications

|= ] Secure Remote Worker Profile Editor — /o | x
H save Profile E;' Export Profile [ =5 Import Profile £ Exit Profile Editor g Import/Export Wizard

R Applicaﬁons] VDI Connecmrs] Connector Login] Login Options] Workspace Control | LDAP Integration Local Applications l

Profile Details Application List:

- Secure Remote Worker

Application Name: Application type: Is Hidden  AutoLaunch
v Appearance i PP tp

+ Applications
VDI Connectors
Connector Login
Login Options
Workspace Control
LDAP Integration
 Local Applications

b Secure Browser

Access Policies

Computer Settings

End Paint Protection

End Point Security
Administration

Validation Tool

Software Package Installation
Client Paths

Thin5cale Virtual Desktop Agent

Mote: To Specify a 32bit path (e.q. program files (x88)1)

SRW has it's own environment variable for this, use
Seprogramfiles(32) %

If this is evaluated:

- On a 32bit machine, it's value is: "C:\Program Files”

Application List

The list of local applications is available in the ‘Applications Tab’ of Secure Remote Worker.

Local applications or Citrix Connection, Microsoft RDS or VMware Horizon connections can be added, edited, or
removed from the right-click context menu in the Application List in the Profile Editor.

Add L Add Citrix Connection

Edit Add Microsoft RDS connection
Femove Add VMware Horizon Connection
Maove Up Add Custom Application

Move Down Map Metwork Drive

- opy

Paste
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Local Applications

(=) Add Custom Application X

Display Mame: |

Command Line:

i.e C:\Windows\System32\mspaint.exe Browse
Arguments:
Window Style: Mormal A
Custom Icon:

Auto Launch when SRW Launches

Do not show this application on application tab
Automatically redaunch the application when it doses
Only display this application on the ribban

Only display this application in the admin menu

Disable file system redirection Add Cancel

Display Name

The name of the applications will appear on the Secure Remote Worker application tab.

Command Line
Path to the executable. (i.e., C:\Windows\System32\mspaint.exe)

Arguments

Any command-line arguments that need to be supplied.

Windows Style

Determines how the application is initially launched.

Custom Icon
The path of the icon file you wish to use instead of the default one.
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Auto Launch when Secure Remote Worker Launches

The application will be launched when Secure Remote Worker initially launches. This option can serve as a
replacement for the Windows Explorer ‘Run’ key.

Do not show this application on the application tab

Hides the application from the user in the Secure Remote Worker application tab.

This can be useful when you want to configure an application to run when Secure Remote Worker launches but not
be visible to the user.

Automatically relaunch the application when it closes

If enabled, the application will auto relaunch after it has been closed manually.

Only display this application on the ribbon

The application will not be visible in the Secure Remote Worker applications tab but only on the ‘Ribbon Bar’.

Only display this application in the admin menu

The application will not be visible in the Secure Remote Worker applications tab but only on the ‘Admin’ menu when
Secure Remote Worker is unlocked.

Citrix, Microsoft RDS or VMware Horizon connections

Display Name

The name of the applications will appear on the Secure Remote Worker application tab.

File contents

Please refer to the relevant Appendix section for details of the ICA, RDP, and Horizon connection files.
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Map Network Drive

(=] Map Network Drive x
Display Mame: Metwork Drive
UMNC Path: Yiserveripath
Custom Icon:

Preferred volume driver letter

/| Use an available driver letter if the preferred one it not available
Auto Launch when SRW Launches
Do not show this application on application tab
Only display this application on the ribbon
Only display this application in the admin menu
Lze LDAP Auth Provider credentialz if available

Add Cancel

Note: make sure the letter is also available from Computer Settings Tab

# Launching: Dev

Applications
Username:
Password:
Domain: v g

Cancel

Display Name

The name of the network drive will appear on the Secure Remote Worker application tab.

UNC Path

The network share path you want to provide to your users.
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Auto Launch when SRW Launches

If enabled the drive will automatically launch at SRW Ul launch.

Use LDAP Auth Provider credentials if available

If enabled the drive will authenticate against the LDAP Auth Provider credentials
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6. Secure Browser

|= ) Secure Remote Worker Profile Editor

Hl save Profile [y Export Profile [=5 Import Profile [£J Exit Profile Editor

-_ [=] X

g Import/Export Wizard

Profile Details

~ Secure Remote Worker
»  Appearance
v Applications

o

+ iSecure Browser

Web Sites
Url Filtering
b Access Polices
v Computer Settings
»  End Point Protection
v End Point Security
v Administration
Validation Tool
Software Package Installation
Client Paths

Secure Browser ]Weh Sites | Url Filtering

Secure Browser:

W] Enable the Secure Browser
Display the browser first
Use browser icon Caption:

/| Enable tabbed browsing

Default browser engine:

General Appearance:

Hide Refresh Button
Disable Address bar editing

Dizable All Scripting Errors

W Always open link in a new tab

Chromium Embedded

Hide Home Button
Hide Address Bar

Hide Progress Bar

+/] Enable Browser Cantext Menu

/! Enable Browser Shortcut Keys

Hide Browser Forward and Back buttons

ThinScale Virtual Desktop Agent ) .
w/] Hide Browser Print Button

Enable Clear Cache

Suppress 551 Warnings

General:

Always redirect browser to home page

&/ Don't block popups

Block file downloads

Internet Explorer Engine Spedific:

#/] Enable browser standards mode

Print directly to printer

Disable server certificate revocation checking

Hide Go Button Hide Downloads Button

Hide Reset Browser Session

Handle browser calls

Clear all browser caches on SRW dose restart

Default IEY IES IES IE1D @) [E11

Require server verification (https) for all sites in the trusted zone

Chromium Embedded Engine Specific:

Owerride user agent string:

CQwverride extensions path:

Hide extensions button

Show developer tools on context menu

Disable USE keyboard auto-detect

Enabled dragging tabs to new window

Proxy server control: | Auto Detect -

Secure Browser

Enable the Secure Browser

If enabled will show the browser tab inside ThinKiosk Desktop.

Display the Browser first

If enabled will show the browser tab as the main page within ThinKiosk.

WWW.THINSCALE.COM

Copyright ThinScale 2023, All Rights Reserved



http://www.thinscale.com/

THINSCALE

Use Browser icon caption

Provides a caption to use for the browser tab icon.

Enable tabbed browsing
If enabled, the user will have the option to open multiple browser tabs within ThinKiosk.

Always Open Lin in a new Tab
If enabled, every link will be open on a new tab.

Default Browser Engine

You can now choose between Internet Explorer or Chrome browser.

General Appearance

The diverse options in this section configure what browser functionality is available to the ThinKiosk client.

Disable Address bar editing
Prevents users from editing the current address bar URL and therefore cannot browse to websites not configured in
the ThinKiosk profile.

Disable All Scripting Errors

Suppresses any scripting errors generated by any visited website.

Enable Clear Cache

If enabled, the button to clear the browser cache within the secure browser tab will be available.

Hide Download buttons

Hides the browsers download button.

Suppress SSL Warnings

Suppresses any website SSL warning that may appear due to website certificate problems.
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General

Always redirect the browser to the home page
If enabled, the browsers home button will navigate to the URL of the first site configured in the sites list

If not enabled the browser will navigate the URL of the currently selected site in the list.

Don’t block popups

If enabled, the browser will allow popups windows to be created by visited websites.

Block File downloads

If enabled, downloads will be blocked.

Handle Browser calls
Configures ThinKiosk as the default HTTP handler, allowing it to handle any website links that are clicked by external
applications.

Clear all browser caches on ThinKiosk close/restart
If enabled, caches will be automatically cleared before the Ul is closed or restarted.

Internet Explorer Engine Specific

Enable browser standards mode
Forces the ThinKiosk browser to use a particular IE version for rendering standards. The version of Internet Explorer
installed on the ThinKiosk device cannot be lower than the standards version required.

Setting a standards version will also alter the browser user-agent to reflect the version of IE selected.

Print directly to a printer
If enabled, print jobs are sent directly to the default printer. If not enabled the user is presented with the standard
Windows printer selection dialog.
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Require server verification (HTTPS) for all sites in the trusted zone

Enable this option to force all sites configured in the trusted zone to be secure and use HTTPS.

Disable server certificate revocation checking (IE Only)
Disables server certificate revocation checking when enabled.

Chromium Embedded Engine Specific

Override user agent string
If enabled, a custom user agent string can be sent in the User-Agent HTTP header every time it requests any site.

Override extensions path
If enabled, a custom path can be set up for specific extensions.

Hide extensions button
If enabled, the extension button in the browser tab will be hidden

Show developer tool on the context menu

If enabled, a right-click mouse click will enable the debugger tool inside the selected website

Disable USB keyboard auto-detect

If enabled, chromium auto keyboard detection will be disabled. Useful for hybrid laptops

Enable dragging tabs to a new window

if enabled, browser windows can be dragged out from the ThinKiosk desktop.
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VDI Controls

Log off VDI resources after the following interval
If enabled, ThinKiosk will automatically log out of the ThinScale Connector after the configured number of seconds.

Even when sessions are active

If enabled, the Connector login will occur even if there are active remote sessions.

Log out of Citrix Web Interface / StoreFront when a session is launched

If enabled, ThinKiosk will automatically log out of the ThinScale Connector and the Citrix StoreFront / Web Interface
website after launching a resource.

Clear web session after Citrix Web Interface/ Storefront logoff
If enabled, ThinKiosk will automatically clear the browser session after a Storefront is manually or automatically
logged off.

Don’t redirect from the Logged Off-page back to the login page

By default, the ThinKiosk browser will automatically redirect users from the Web Interface / StoreFront ‘logged off’
page to the login page. Enabling this option will prevent this automatic redirection.

VDI in a Box mode (IE Rendering)

Fixes certain IE rendering problems when using Citrix VDI in a Box.

Manual Logoff redirect

When logging out of Citrix Web Interface / Storefront the browse will click the websites logout link. If this option is
enabled, the browser will redirect to the current site configured home page URL.
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Secure Browser - Web Sites

A list of websites is available in the Select Link option.

& Secure Remote Worker 1.0 x

Browser  Application = OnScreenKeyboard | Audio Date /Time Display Keyboard Mouse Printers Shutdown Restart LogOff  Screenshot

@ P = OEmM- €8, - OB0GC ™

|| Select Link = | http://ctxxddc2. thinscale local Citrix/Store35\eb/ @ 4 Q=08 o

Storefront
J Storefron x| ©
RDP Web

VIMWare Web 3

Sites can be added, edited, or removed from the right-click context menu in the Browser Sites list in the Profile
Editor.

Adding / Editing a Site

(=] Update Web Site x
Website Label:
Website URL:

Set Browser Engine:

Add To Trusted Sites

Show Scroll Bars

v ‘Auto-reload the page everyi 60 o seconds

o] Create Shortcut

Website Shortout Spedific

Custom Icon:

Open in default browser app
Open in Secure Browser
i Open as popup
Auto Launch when SRW Launches
Do not show this website on application tab
Only display this website on the ribbon

Only display this website in the admin menu

Cancel
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Website Label

The text that appears in the ‘Select Link’ drop down on the Secure Remote Worker Ul.

Website URL

URL the browser will navigate to when selected.

Set Browser Engine
URL will be opened using the desired browser engine.

Add to Trusted Windows
Adds the URL to the Internet Explorer Trusted sites list.

Show Scroll bars

Adds scrolls bars to the browser interface allowing you to scroll around the site if required.

Auto Reload the page

If enabled, the page will reload every X seconds

Create Shortcut

If enabled, a shortcut will be created inside the application list.

Open in default browser app

If enabled, the link will open using the default browser

Open in Secure Browser app

If enabled, the link will open using the SRW browser

Open as popup

If enabled, the link will open using a popup browser
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Auto Launch when SRW Launches

If enabled, the link will open when SRW launches

Secure Browser - URL Filtering

|= ) Secure Remote Worker Profile Editor — /o | x
H save Profile E|] Export Profile [ =5 Import Profile £ Exit Profile Editor g Import/Export Wizard
P secure Browser] Web Sites Url Filtering
Profile Details Wieb Url Fitering
~ Secure Remote Worker
b Appearance &/ Enable Url Filtering

v Applications

+ Secure Browser Passive mode
\Web Sites i! Block the url if it does not match any of the configured rules below /] Enable rule loaging
{Url Filtering

Access Polides

Rule Mame Enabled Action Type Filter

. Secure Remate Waorker Yes Allow Wildcard Filter thinscale.com
Computer Settings

End Point Protection
End Point Security
Administration

validation Tool

Software Package Installation
Client Paths
Thin5cale Virtual Desktop Agent

Spedfy a custom message when urls are blocked Edit Message Reset Message

Enable URL Filtering

If enabled, the Administrator can create a list of Browser UR they want to block or allow navigations.

Passive mode
If enabled, any URLs added to the list will always be allowed navigation.

Block the executable if it does not match any of the configured rules below
If enabled, and no other rules are created in the list, the profile will show an error message.
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(=] Add Url Filter X

Rule Mame: ||

Rule Enabled: /]

Action: | Allow A
Filter Type: Reqgular Expression -
Filter:
Cancel
[=] Update Url Filter x
Rule Mame: Mo Facebook|
Rule Enabled: i/
Action: | Block -
Filter Type:  Wildcard Filter -
Filter: |facebook.com
pdate Cancel
This rule will block facebook.com
(=} Update Url Filter x
Rule Mame: Mo Wikipedia
Rule Enabled: /]
Action: |Block v
Filter Type: Wildcard Filter A
Filter: | wikipedia. |
Update Cancel

This rule will block any Wikipedia sites no matter what top domain level you use.
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(=] Update Url Filter x

Rule Mame:

Mo Google Maps

Rule Enabled: /]

Action:
Filter Type:

Filter:

Blodk A
Wildcard Filter -
**google*maps™

pdate Cancel

This rule will stop any searches containing google maps.

Rule Mame Enabled Action Type

Mo Facebook Yes Blodk Wildcard Filter
Mo Funtime Yes Block Wildcard Filter
Mo Google Maps Yes Block Wildcard Filter

WWW.THINSCALE.COM
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7. Access Policies

|= | Secure Remote Worker Profile Editor =Jla |l x
Hl save Profile [y Export Profile [ Import Profile [£3 Exit Profile Editor

R Access Polices lNetwork] Windows Update

Profile Details Access Policies

Secure Remote Worker

~ ; Access Polides i/ Enable Access Policies
Network - :
Windows Update assive moce
+  Computer Settings /! Enable rule logging
» End Point Protection Rule Name Enabled Action Applies To
End Point 5 i
' AI; . ?"; ;cunty AP Default Security Centre Rule Yes Close SRW Start-up, Repeat, Validati...
b ministration
L AP Default Windows Patch Rule Yeg Cloze SRW Start-up, Repeat, Validati...
Validation Tool
AP Default Virtual Machine Rule Yes Close SRW Start-up, Repeat, Validati...

Software Package Installation
Client Paths
ThinScale Virtual Desktop Agent

AP Default Wi-Fi Adapter Rule Yes Close SRW Start-up, Repeat, Validati...

Please refer to the Knowledge Base article for more info.

Network

|= ) Secure Remote Worker Profile Editor — /o | x
E save Profile [y Export Profile [= Import Profile [E3 Exit Profile Editor

£ Access Polides Network |vindows Update
Profile Details
Secure Remote Worker
+ Access Polices Q) Use ThinScale Management Server
iNetwork
Windows Update
v Computer Settings
+  End Point Protection
v End Point Security
v Administration Perform download test for
Validation Tool
Software Package Installation
Client Paths
ThinScale Virtual Desktop Agent

Bandwidth - Configure Download Settings

Download Size | 20 MB

Use Custom Web Server

Bandwidth - Configure Upload Settings
Upload Size | 20 ME
Perform upload test for

Public IP Address Change Mask

Enter the network mask allowed for Public IP Address changes
255,255.255.0

Use this section to test your download and upload speed.
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Windows Update

|=} Secure Remote Worker Profile Editor - (B i x
H] save Profile B Export Profile | = Import Profile |£ Exit Profile Editor

P Access Policies| Network Windows Update
Profile Details

» Secure Remote Worker

Configure Windows Update Settings

~ Access Polides Only updates older than

Network Y

{iindows Update Only definition updates older than
» Computer Settings Ignore the following updates

» End Point Protection L -
+ End Point Security nly incude the following updates

» Administration Ignore 3rd party driver updates

Validation Tool
o R 4 The below updates must also be installed
Software Package Installation

Client Paths Display the following message if a Windows Update check cannot be performed within |0 (days)

ThinScale Virtual Desktop Agent R
Edit Message
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8. Computer Settings

|= ] Secure Remote Worker Profile Editor — /o x
El save Profile By Export Profile [= Import Profile [E3 Exit Profile Editor X Import/Export Wizard

P Computer Settings Login Script] Logoff Script | Session Setﬁngs] Session Security] Additonal Registry ll'alues] Proxy Server Settings] Prive_ 1 *
Profile Details
»  Secure Remote Worker

Local Device Restrictions:

» Access Policies /| Don't auto-restrict access to Command Prompt &/ Don't auto-restrict access to Task Manager
omputer Settings o
Login Script &/ Don't break HTTP association Don't restrict access to help
Logoff Script Dion't restrict run box functionality Don't restrict Print Screen key

Session Settings &/ Don't auto-restrict access to registry tools

Session Security

Additonal Registry Values , . .
} Don't autorestrict Control Panel items
Proxy Server Settings

Pri Setti {Win10)

rw:cy erings (i Select the Settings Ttems you want to show
Lock Sereen *Windows 10 and above only
+ End Paint Protection

+ End Paint Security ! System ! Devices Phone Metwork and Internet Personalisation
v Administration Apps Accounts Time and Language Gaming Ease of Access
Validation Tool - Update and Seaurity
rivac ate and Securi
Software Package Installation y 2
Client Paths Select all Clearall

Thin5cale Virtual Desktop Agent

Don't auto-restrict access to local disks

Select the drives you want to restrict access to

\/A: V’B: (= \/D: \/E: \/F: w/G: w/H: v’I: \/J: \/K: \/L: \/M:
Mn: Mo M WMo WMe: 5: T: u: v w: X: ¥: :

Select All Clearall

Cirl +Alt+Del Screen:

Don't auto-restrict Ctrl+alt+Del Don't Restrict UtiMan. exe ([Windows] + [UT)
Don't autorestrict Restart Don't autorestrict Change Password
Don't autorestrict Shutdown Don't autorestrict Fast User Switching

Don't autorestrict Log Off

Don't auto-restrict lock workstation

Local Device Restrictions

Don’t auto-restrict access to Command Prompt

If enabled, users will have access to the Command Prompt.

Don’t break HTTP association

When enabled, use of Internet Explorer outside Secure Remote Worker is allowed.
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Don’t auto-restrict access to task manager

If enabled, users will have access to the Windows Task Manager.

Don’t Restrict Run box functionality
If enabled, users will have access to the Run option from the Windows Start Menu.

Don’t Restrict access to Help
If enabled, users will have access to the help options in Explorer and the lock screen.

Don’t Restrict access to registry tool
If enabled, users will have access to the registry tools.

Don’t Restrict Print Screen Key

If enabled, users will be able to use the Print Screen combination key.

Don’t auto-restrict Control Panel Items

If enabled, users will have access to all Control Panel applets.

Select the Settings Items you want to show

If CAD is not blocked, the new 7.2 SRW has the option to show the user a “restricted” view of the Settings Tab.
Simply click the option you want to allow, and we will do the rest

Don’t auto-restrict access to local disks

If enabled, access to local drives through Explorer views is allowed.

Select the drives you want to restrict access to

By selecting the letter, you will disallow access to that specific driver.
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Ctrl+Alt+Del Screen

Don’t auto-restrict Ctrl+Alt+Del

If enabled, access to the local Secure Remote Worker devices lock screen will be available using the Ctrl+Alt+Del key
sequence.

Don’t auto-restrict Restart

If enabled the ‘Restart’ option will be available on the lock screen.

Don’t Restrict UtilMan.exe ([Windows] + [U])
If enabled [Windows] + [U] functionality will be available on the lock screen.

Don’t auto-restrict Shutdown
If enabled the ‘Shutdown’ option will be available on the lock screen.

Don’t auto-restrict Change Password
If enabled the ‘Change Password’ option will be available on the lock screen.

Don’t auto-restrict Log Off

If enabled the ‘Log Off’ option will be available on the lock screen.

Don’t auto-restrict Fast User Switching

If enabled the Fast User Switching will be available from the lock screen.

Don’t auto-restrict lock workstation

If enabled the users will be able to lock the local Secure Remote Worker workstation.

Note: those commands are restricted for the local machine only, for VDI pass through please refer to the Magic Filter
Section in Session Settings.
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Computer Settings - Login Script

|= | Secure Remote Worker Profile Editor — /o | x
H save Profile E.l Export Profile [ = Import Profile  |£3 Exit Profile Editor

» Computer Settings Login Script | | ogoff S-:ript] Session Settings] Session Securityl Additonal Registry Values | Proxy Server Settings] Privi_]*
Profile Details

Secure Remote Waorker Enable Legin Script Type:
Arcess Policies

) Login Script timeout (seconds)
~ Computer Settings

i Login Script

Logoff Script
Session Settings
Session Security
Additonal Registry Values
Proxy Server Settings
Privacy Settings (Win10)
Lodk Screen
+  End Point Protection
v End Point Security
b Administration
Validation Tool
Software Package Installation
Client Paths

Enable Login Script
Enables the supplied.VBS or. BAT or PS1 login script. The script will be applied when Secure Remote Worker Ul is first

started
|= | Secure Remote Worker Profile Editor - /8| x
Hl save Profile [Ey Export Profile = Import Profile [E3 Exit Profile Editor :{. Import/Export Wizard

» Computer Settings Login Script || ogoff Script | Session Setﬁngs] Session Security] Additonal Registry l-'alues] Proxy Server Setﬁngs] Privi_ ] *
Profile Details

+  Secure Remote Worker i/ Enable Login Script Type: .bat =
A Palici .
b Aoess RO ICIES_ Run Login Script visible to users Login Script imeout | 0 bat
~ Computer Settings -vbs
Login Script psl
Logoff Script

Session Settings
Session Security

TR PR P PO N

Run Login Script Visible to users
If enabled, any output from the script will be visible on the console of the device.

Login Script Timeout
Determines how long the scripts will run before stopping their execution.
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Computer Settings - Logoff Script

|=] Secure Remote Worker Profile Editor - /o] x
Hl save Profile E|] Export Profile [ = Import Profile |3 Exit Profile Editor

R Computer Settings | Login Script Logoff Script | Session Settings | Session Seturity] Additonal Registry Values | Proxy Server Set'h'ngs] Prive, L3
Profile Details

Secure Remote Worker i/] Enable Logaff Script Type: |.wbs =
Access Policies

i/] Run Logoff Script visible to users Logoff Script timeout | 0 {seconds)
+ Computer Settings

Login Script
i Logoff Script
Session Settings
Session Security
Additonal Registry Values

Proxy Server Settings
Privacy Settings (Win10)
Lock Screen

End Paint Protection

End Point Security

Administration

Validation Tool

Software Package Installation
Client Paths

ThinScale Virtual Desktop Agent

Enable Logoff Script
Enables the supplied.VBS or. BAT or PS1 logoff script. The script will be applied when Secure Remote Worker Ul is

closed
|=] Secure Remote Worker Profile Editor =B | x
Hl save Profile [y Export Profile [ Import Profile [£§ Exit Profile Editor S Import/Export Wizard
R Computer Settings | Login Script Logoff Script | Sesgion Setﬁngs] Session Security] Additonal Registry Ualues] Proxy Server Settings] Prive_L1*
Profile Details
~ Secure Remote Worker wf Enable Logoff Script Type: wbs |+
v Appearance .
PR /| Run Logoff Script visible to users Logoff Script timeout | 0 bat
v Applications vbs
v Secure Browser psl

v Access Polides

~ Computer Settings
Login Script
Logoff Script
Session Settings
Session Security

Additonal Registry Values

Run Logoff Script Visible to users

If enabled, any output from the script will be visible on the console of the device.

Logoff Script Timeout

Determines how long the scripts will run before stopping their execution.
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Computer Settings - Session Settings

|= | Secure Remote Worker Profile Editor —|lo || x
H save Profile E.l Export Profile [ =5 Import Profile  |£§ Exit Profile Editor

R Computer Settings] Login Script] Logoff Seript  Session Settings | Session Security'l Additonal Registry Values | Proxy Server Setﬁngs] Privdﬂ
Profile Details Local Volume:
b+ Secure Remote Worker
+ Access Policies Set Local System Playbadk Volume

- Computer Settings Enable Yolume Hotkey Support

Login Script

Logoff Script

F . - Appearance:

i Session Setlings

Session Security Set Background Colour: —

Additonal Registry Values

Proxy Server Settings Screen Saver:

Privacy Settings (Win10) Control Local Screen Saver  Timeout {seconds): Password Protect Screen Saver
Lodk Screen

+  End Point Protection General:

v End Point Security

v Administration Don't allow Wi-Fi network changes i/| Enable Windows 10 WP Applications

Validation Toal Use Windows MNetwork Panel
Software Package Installation
Client Paths

Thin5cale Virtual Desktop Agent

Hide 'Open Metwork Connections'
Magic Filter:

Pass [Ctrl] [Alt] [Delete] key sequence to VDI resources Pass [Windows] [L] key sequence to VDI resources

Enable Magic Filter debug logging

Local Volume

Set Local Volume

If enabled, will set the local device volume to the value configured on start-up of Secure Remote Worker.

Enable Volume Hotkey Support

When enabled, Secure Remote Worker will control the Volume hotkeys. Enable this option when vendor volume
applications are not available or applicable in your configuration.
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Computer Settings - Session Security

|= | Secure Remote Worker Profile Editor —|lo || x
H save Profile E|] Export Profile [ =5 Import Profile  |£§ Exit Profile Editor

» Computer Setﬁngs] Login Script] Logoff Script] Session Settings  Session Security | Additonal Registry Values | Proxy Server Setﬁngs] prive_ | |
Profile Details Power Options:

b+ Secure Remote Worker
+ Access Polides Perform the following action when the device is idle for: (seconds)
~ Computer Settings

Login Script

Logoff Script

Session Settings

| Session Security
Additonal Registry Values

Proxy Server Settings
Privacy Settings (Win10)
Lodk Screen
+  End Point Protection
v End Point Security
b Administration
Validation Tool
Software Package Installation
Client Paths
Thin5cale Virtual Desktop Agent

Power Options

Perform the following action when the device is idle for
If enabled, Secure Remote Worker will perform the selected action when the local device has been idle for the
configured number of seconds.

The idle timer starts when all remote sessions have ended
When enabled, Secure Remote Worker will only start its idle timer when no remote sessions are running.
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Computer Settings - Additional Registry Values

|= ) Secure Remote Worker Profile Editor

H save Profile E|] Export Profile [ =5 Import Profile  |£3 Exit Profile Editor

R Computer Settings] Login Script] Logoff Saript | Session Settings | Session Security  Additonal Registry Values | Proxy Server Settings] Privi_ 1 *

Profile Details Additional Registry Values:

Secure Remate Waorker

Registry Value Value Type Value Data Enabled
Access Policies gty P

~ Computer Settings
Login Script
Logoff Script
Session Settings
Session Security
| Additonal Registry Values
Proxy Server Settings

Privacy Settings {Win10)
Lock Screen
+  End Point Protection
+  End Point Security
v Administration
Validation Tool
Software Package Installation
Client Paths
Thin5cale Virtual Desktop Agent

Additional Registry Values

With the new Secure Remote Worker, you can now add custom registry keys that are applied by the Secure Remote
Worker engine and that are not persistent.

Simply pick the location hive between HKLM or HKCU, add the Registry Key location, a value name, a type and data.

(=] Add Registry Value x

Registry Location: HEEY_LOCAL_MACHIME b

Reaqistry Key: \SOFTWARE ThinScale Profile Test
Value Mame: Test

Value Type: REG_QWORD -
Value Data: 1|

Add Cancel
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|= ] ThinKiosk Profile Editor
|| Mew Profile |=¥ Load Profile H save profile +| Licensing |3 Exit Profile Editor
P Computer Setﬁngs] Startup Scriptl Login Script | Session Setﬁngsl Session Security | Power Options  Additonal Registry Values

Profile Details Additional Registry Values:
v Thinklesk Registry Val Value T Value Data
egis alue alue Type alue Da
+~ Appearance gistry s
Ribbon Bar HKEY_LOCAL_MACHINE\SOFTWAREThinScale Profile Test!Test REG_QWORD 1
KioskBar
—  Annlirabane
m Registry Editor
File Edit View Favorites Help
ComputertHKEY_LOCAL_MACHINE\SOFTWARE\ThinScale Profile Test
OEM A || Name Type Data
Ea'”ltl‘ ”Ie" 28] (Default) REG_SZ (value not set)
arallels ou
REG_DWORD 000000001 (1
Partner J.'Qm - M
Policies
ProcessLasso

RegisteredApplications
Teradici

ThinPrint

Thin5cale Profile Test

Note: these reg keys are volatile, meaning when the SRW logs off or unlocked, the keys
are removed and are only applied when inside the SRW session.

Also unlocking SRW will remove the applied keys
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Computer Settings - Proxy Server Settings

|= ] Secure Remote Worker Profile Editor — /o | x
H save Profile E.l Export Profile [ =5 Import Profile £ Exit Profile Editor

R Computer Settings] Login Script] Logoff Script | Session Settings | Session Security] Additonal Registry Values Proxy Server Settings ]Priw '
Profile Details

Proxy Server Settings: ~
b+ Secure Remote Worker
b+ Access Polides ! apply Proxy Settings
~ Computer Settings
Login Script Auto Configuration:
Logoff Script
Session Settings Automatically detect settings

Session Security ) ) )
Additonal Registry Values Use automatic configuration script
EProxy Server Settings

Privacy Settings {Win10)

Address

Lock Screen

Proxy Server:

+  End Point Protection
v End Point Security

» Administration

W] Use a proxy server

Validation Tool Address Port |0
Software Package Installation
Client Paths Use the proxy server except for addresses starts with the following entries. Use semicolon (;) to seperate entries.

Thin5cale Virtual Desktop Agent

Bypass proxy server for local addresses

Advanced Settings
Type Proxy Address Port
HTTP 0
Secure o]
FTP o]
Socks 0

Use the same proxy server for all protocols

Advanced Internet Settings:

PrivDiscliShown Use HTTP 1.1

Use HTTP 1.1 through proxy connections Warn On Intranet

Send URL path as UTF-8 Do not save encrypted pages on disc

‘Warn if changing between secure and not secure mode Check for server certificate revocation
Enable Integrated Windows Authentication Enable Autodial

Mo Met Autodial Global User Offine

Always show encoded addresses Show Motification bar for encoded addresses
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Computer Settings - Privacy Settings (Win10)

|= | Secure Remote Worker Profile Editor — /o | x
H save Profile E.l Export Profile = Import Profile  |£Y Exit Profile Editor

R Logoff Script] Session Settings | Session Security'l Additonal Registry Values | Proxy Server Settings Privacy Settings (Win 10) lLock Screer t]
Profile Details

v Secure Remote Worker

Privacy Settings for Windows 10

»  Access Polices Let Windows apps access the camera (Mot Set) -
~ Computer Settings
Login Script Let Windows apps access the microphone (Mot Set) -
Logoff Seript Let Windows apps control radios (Mot Set) -
Session Settings
Session Security Let Windows apps make phone calls (Mot 5et) -
Additonal Registry Values N —_— "
et Windows apps access location ot Set) -
Proxy Server Settings PP v ‘
iPri Sett in 10
:Privacy Settings (Win10) —

Lock Screen
v End Point Protection
v End Point Security
+  Administration
Validation Tool
Software Package Installation
Client Paths
ThinScale virtual Desktop Agent

Privacy Settings in Windows 10 can be accessed by going into Settings / Privacy / App Permissions.

These options represent the same options that windows displayed just grouped.

10CaTIoN TO WIT

App permissions

apps

Location Location for this device is off

Jia
Camera
g

Microphone
@ Voice activation
|:| Notifications
= Account info
&£ Contacts
Calendar
Some desktop apps may still be able to determine your location when
settings on this page are off. Find out why
R, Phone calls
If an app is using your location, you'll see this location in-use icon: ©
® Call history
= Email .
Default location
Tasks Windows, apps, and services can use this when we can't detect a more
exact location on this PC.
[ Messaging Set default
& Radios
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Computer Settings - Lock Screen

|= ) Secure Remote Worker Profile Editor -l 8| x

H save Profile @ Export Profile | = Import Profile |£Y Exit Profile Editor

P cession Settings | Session Security] Additonal Registry Values | Proxy Server Setﬁngs] Privacy Settings (Win10) Lock Screen L|_|
Profile Details Lock Screen:
»  Secure Remote Worker
+ Access Policies wf Enable the Lock Screen

~ Computer Settings
Login Script When the device is locked:
Logoff Script i Allow Logoff
Session Setings W] Allow Shutdown
Session Security
Additonal Registry Values w1 Allow Restart
Proxy Server Settings
Privacy Settings (Win10)
{Lock Screen
End Point Protection
v End Point Security
v Administration
validation Tool
Software Package Installation
Client Paths

ThinScale Virtual Desktop Agent

If enabled, the CAD screen will be replaced by the ThinScale Lock Screen where users will be able to lock and unlock
their screen using the Auth Provider assigned to the device folder.

Additionally, you can also log off, shut down, and restart.

SeECURE
REMOTE
WORKER
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9. End Point Protection

Windows Security Centre Detection

|= | Secure Remote Worker Profile Editor - /B || x
Hl save Profile H Export Profile [ = Import Profile |[£Y Exit Profile Editor

R End Paint Protection | windows Patch Management | Windows Firewall Control

Profile Details Windows Security Centre Detection
b+ Secure Remote Worker
v Access Policies i/ Enable Windows Security Centre Detection
+  Computer Settings
+ {End Point Protection i/! Security Centre must report Good Health for Anti-Virus Products

Windows Security Centre Detection
Windows Patch Management
Windows Firewall Control ¥l Security Centre must report Good Health for Firewall Products

&/! Security Centre must report Goad Health for Anti-Spyware Products

+ End Point Security i Security Centre must report Good Health for Windows Updates
b+ Administration

validation Tool

Software Package Installation ] Display the following message if any of the above enabled checks do not report a Good Health status
Client Paths

ThinScale Virtual Desktop Agent

Edit Message

After displaying the message
@) Close SRW Allow SRW to continue Allow SRW to continue (no application access)

/] Continue to check Security Centre health while SRW is running

End Point Protection - Windows Security Centre Detection

Enable Security Centre Detection

If enabled, Secure Remote Worker will scan the Windows Security Centre, for the health of Anti-virus, Anti-spyware,
Firewall and Windows update. (Only the selected components are scanned). If the Security Centre reports poor
health results, a message will be shown to the user. This message can be modified as you like, and a different action
can be selected based on the results.

Note: Error, Warning, Information refers to the icon style of the message box.
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[= ] User Message x
Title: - Security Warning
Type: &) Error Warning Information

Message: | SRW has detected that the following products are being reported as
unhealthy in the Windows Security Centre

PRODUCTS %

Please use the Windows Security Centre for information an how to
resolve this.

Update Cancel

After displaying this message

If the Security Centre has reported poor health for any of the configured components, Administrators can decide to
close Secure Remote Worker, allow Secure Remote Worker to continue, or allow Secure Remote Worker to continue
without access to any application.

Continue to check Security Centre health while Secure Remote Worker is running.

Secure Remote Worker will normally check the Security Centre health at every startup. Enabling this option will
check the health at a regular interval.
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End Point Protection - Windows Patch Management

|= ] Secure Remote Worker Profile Editor =JlBa | x
H save Profile E.l Export Profile [ = Import Profile £ Exit Profile Editor

£ End Point Protection  Windows Patch Management | windows Firewall Control

Profile Details Windows Patch Management:

b+ Secure Remote Worker

. &/ Enable Windows Patch Management
v Access Polides

v Computer Settings Use alternate Windows Update server:
+ End Point Protection Perform Windows Update chedk every | 30 (days)
Windows Security Centre Detection
{Windows Patch Management w/ Display the follawing message if SRW has never performed a Windows Update check
Windows Firewall Control Edit Message
v End Paint Security
+  Adminiztration After displaying the message
Validation Tool Q) Close SRW Allow SRW to continue Allow SRW to continue {no application access)
Software Package Installation
Client Paths V! Dizplay the following message if SRW cannot perform a Windows Update chedk within 2 {days)
ThinScale Virtual Desktop Agent
inScale Virtual Desktop Agen e —

After displaying the message
Q) Close SRW Allow SRW to continue Allow SRW to continue {no application access)
Install Action

Automatically install available updates

Prompt user to install available updates

@) Do not install updates
w/ Enable user notification
\/ All available automatic updates must be installed
il Only updates older than | 5 days
Only definition updates older than
Ignore the following updates
Only indude the following updates
Ignore 3rd party driver updates
The below updates must also be installed
If any of the above conditions are not satisifed the following message will be displayed to the user
Edit Message
If the enabled conditions are not met

Q) Close SRW Allow SRW to continue Allow SRW to continue {no application access)

Enable Windows Patch Management

If enabled Secure Remote Worker will check for Windows Updates.

Use alternate Windows Update server

If enabled, Secure Remote Worker will use a different server to retrieve updated information, such as a corporate
WSUS server.
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Perform Windows Update check every

If enabled, Secure Remote Worker will check for updates every specified number of days.

Display the following message if Secure Remote Worker has never performed a Windows
Update check

If enabled, a machine where Windows updates have never been performed will receive this message. This message
can be modified as you like and different actions can be selected based on the results. Secure Remote Worker can
either be closed, allow to continue or allow to continue without access to any applications or browser.

Note: Error, Warning, Information refers to the icon style of the message box.

[= ) User Message x
Title: - Security Warning
Type: @ Error \Warning Information

Message: | SRVW has not not yet performed a Windows Update chedk.

It must perform an Update chedk before you can continue

Update Cancel

Display the following message if Secure Remote Worker cannot perform a Windows
Update check within

If enabled, a machine where Windows updates couldn’t be performed for a certain number of days will receive this
message. This message can be modified as you like and different actions can be selected based on the results. Secure
Remote Worker can either be closed, allow to continue or allow to continue without access to any applications or
browser.

Note: Error, Warning, Information refers to the icon style of the message box.
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|= ] User Message X
Title: - Security Warning
Type: @) Error Warning Information

Message: | SRW has not been able to check for Windows Updates

Please refer to Windows Update for information on how enable
Windows Update checking,

Update Cancel

Install Action
Determines the action that is performed when Secure Remote Worker detects available updates for installation

Automatically install available updates
If enabled, Secure Remote Worker will silently install available updates.

Don’t restart after installation

If enabled, Secure Remote Worker won’t restart after the available updates have been installed.

Prompt user before restarting

If enabled, the user will see a countdown dialog box before Secure Remote Worker will restart, giving the user time
to save their work.

Restart can be deferred
If enabled, the user can defer a restart by the amount specified. When the last defer has been reached user cannot
stop the auto-restart processes and a countdown dialog box will show the remaining time.

Prompt user to install available updates

If enabled, the user can decide to install or not any available updates.
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Users can defer installation

If enabled, the user can defer the installation process.

Restart can be deferred
If enabled, the user can defer a restart. When the last defer have been reached user cannot stop the auto-restart
processes and a countdown dialog box will show the remaining time.

Do not install updates

If enabled, Secure Remote Worker won’t install any available updates

Enable user notification

If enabled, a message will be displayed to the user. This message can be modified as you like, and a different action
can be selected based on the results. Secure Remote Worker can either be closed, allow to continue or allow to
continue without access to any applications or browser.

Note: Error, Warning, Information refers to the icon style of the message box.

[= ] User Message x
Title: - Security Warning]|
Type: &) Error Warning Information

Message: | SRW has detected the following Windows Updates are available for
installation

YoPATCHES %

Please refer to Windows Update for information on how to install
these updates.

Update Cancel
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All available automatic updates must be installed

If enabled, and “Close Secure Remote Worker” is selected, users must install all available updates, or they won’t be
able to use Secure Remote Worker.

If enabled, and “Allow Secure Remote Worker to Continue” is selected, the user will be able to launch Secure Remote
Worker.

If enabled, and “Allow Secure Remote Worker to continue (no application)” is selected, the user will be able to use
Secure Remote Worker but with no access to the applications or browser.

Only updates older than
If enabled, and “Close Secure Remote Worker” is selected, users must install only available updates older than the
amount of day specified, or they will not be able to use Secure Remote Worker.

If enabled, and “Allow Secure Remote Worker to Continue” is selected, the user will be able to launch Secure Remote
Worker.

If enabled, and “Allow Secure Remote Worker to continue (no application)” is selected, the user will be able to use
Secure Remote Worker but with no access to the applications or browser.

Only definition updates older than

If enabled, and “Close Secure Remote Worker” is selected, users must install only available definitions updates older
than the amount of day specified, or they won’t be able to use Secure Remote Worker.

If enabled, and “Allow Secure Remote Worker to Continue” is selected, the user will be able to launch Secure Remote
Worker

If enabled, and “Allow Secure Remote Worker to continue (no application)” is selected, the user will be able to use
Secure Remote Worker but with no access to the applications or browser.
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Ignore the following updates
If enabled, all the updates specified in the list will be ignored.

Note: if an update is added to the list after the update window check, a manual check will be necessary.

The below updates must also be installed

If enabled, the Administrator can create a list of the relevant updates the user must have installed on their machines.

If enabled, and “Close Secure Remote Worker” is selected, users must install all configured updates, or they will not
be able to use Secure Remote Worker.

If enabled, and “Allow Secure Remote Worker to Continue” is selected, the user will be able to launch Secure Remote
Worker.

If enabled, and “Allow Secure Remote Worker to continue (no application)” is selected, the user will be able to use
Secure Remote Worker but with no access to the applications or browser.

=} Add Update x

KB Mumber: KB 123456
Description: SRW test description

Operating Systems

Windows 7 Windows 8 Windows 8.1
Windows 10 (1507) wWindows 10 (1511) Windows 10 (1607)
Windows 10 {1703) Windows 10 {1709) Windows 10 {1803)

Windows 10 {1809)

Cancel
|= ] Windows Updates X
KB Mumber: Description:
KB123456 SRW test description

Close

Note: you can now use a regular expression to filter specific updates.

i.e.: hp* will ignore/install everything containing the hp word
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End Point Protection - Windows Firewall Control

|= ) Secure Remote Worker Profile Editor —Jlo | x
[H save Profile [y Export Profile [= Import Profile [ Exit Profile Editor

| End Point Protection | Windows Patch Management Windows Firewall Contral
Profile Details
b+ Secure Remote Worker
b Access Policies &/ Enable Windows Firewall Control =
+  Computer Settings

Windows Firewall Control: ~

~ End Point Protection Firewall state: |On v
Windows Security Centre Detection

Windows Patch Management Inbound connections: | Block (default) v
i Windows Firewall Control Cutbound connections: | Allow (default) >
+  End Point Security
+  Administration Crop all established TCP (IPv4) connections after applying the policy

Validation Tool /] Disable all existing firewall rules

Software Package Installation
Client Paths /! Hide notifications when a program is blocked from receiving inbound connections (recommended)

ThinScale Virtual Desktop Agent Apply custom firewall rules

Mame Direction Enabled Action Program Local Address Remote Address Protocol Local Port  RemotePort

Reapply firewall settings while running (recommended): i/] Every: |15 = | minutes

] Display the following message if SRW cannot apply the Firewall settings
Edit Message
After displaying the message:

@) Close SRW Allow SRW to continue Allow SRW to continue (no application access)

Windows Firewall Control

Enable Windows Firewall Control

If enabled, you will be able to control the Windows Firewall policy

Firewall state

Turns the Windows Firewall on or off.

Inbound connections

Configures the action that applies when no rules match the inbound network connection attempt
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Outbound connections

Configures the action that applies when no rules match the outbound network connection attempt

Disable all existing rules

If enabled, Secure Remote Worker will disable all current Windows firewall rules. Secure Remote Worker will do a
backup of all the existing rulesets and then disable them. When Secure Remote Worker policies are removed all
original Firewall rules are recreated.

Hide notifications when a program is blocked from receiving inbound connections

If enabled, notifications coming from a program that has been blocked by the firewall will be suppressed.

Apply Custom firewall rules

Create custom rules for inbound and outbound traffic.

| iapply custom firewall rules:

Mame Direction Enabled Action Program Local Address Remote Address FProtocol Local Port  RemotePort

-

Reapply firewall settings while running (recommended): Every: (15 ~ | minutes
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x
Enabled i
Direction: @) Inbound Outbound
Display name:
Program: @) All programs This program path:

Example:  cpath'program.exe
%uProgramFiles 3 \browser \browser . exe

Protocol type: Any ~| [0 :

Local part:

Remote port:

Example: 80, 443, 5000-5010

Local IP addresses:

Remote IP addresses:

Examples: 192,168.0.12
192,168.1.0/24
2002:9d3b: 133 1:4: 208: 74ff: fe39:6c43
2002:9d3b: 1a31:4: 208: 74ff:fe39:0/112

Action: Q) Allow Block

Add Cancel

Reapply firewall setting while running

If enabled, the Secure Remote Worker firewall rules setting will be reapplied based on the amount specified.

Display the following message if Secure Remote Worker cannot apply the firewall settings

If enabled, a message will be displayed to the user. This message can be modified as you like, and different actions
can be selected based on the results. Secure Remote Worker can be either close, allow to continue or allow to
continue without access to any application or browser.

Note: Error, Warning, Information refers to the icon style of the message box.
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[=] User Message
Title: - Firewall Security Warning
Type: @) Error Warning Information

Message: | There was a problem applying the Firewall Settings

pdate

Cancel
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10. End Point Security

|= ) Secure Remote Worker Profile Editor

H save Profile E.l Export Profile [ =5 Impert Profile  |EY Exit Profile Editor

Profile Details
b Secure Remote Worker
b Access Polices
v Computer Settings
»  End Point Protection

o

~ iEnd Paint Security

Wi-Fi Adapters

WM Detection

USE Devices

Write Filter

Dual Persona

Temporary Storage

Application Execution Prevention

Application Execution Prevention (Offiine)

Application Module Protection
Driver Execution Protection
Process Execution Security
Service Execution Prevention
v Administration

Validation Tool

Software Package Installation

Client Paths

Thinscale Virtual Desktop Agent

WWW.THINSCALE.COM

End Paint Security | pual Persona] Temporary Sb:rage] Application Execution Prevention | Application Execution Prevention (Of'ﬁine)] Applic_ |+

Wi-Fi Adapters:
vl Display the following message if any active Wi-Fi adapters are detected
Ignore active adapters if they are not connected to a Wi-Fi network
Edit Message

After displaying the message

@) Close SRW Allow SRW to continue Allow SRW to continue (no application access)

i Continue to check for active Wi-Fi adapters while SRW is running
Virtual Machine Detection:

&/ Display the following message if SRW is running inside a Virtual Machine
Allow SRW to run inside the parent Hyper-V partition
Edit Message

After displaying the message

9 Close SRW Allow SRW to continue Allow SRW to continue {no application access)
USB Device Blocking:

&/ Block access to USE mass storage devices

Write Filter

Enable Write Filter

x

% Import/Export Wizard
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End Point Security - Wi-Fi Adapters

Display the following message if any active Wi-Fi adapters are detected
If enabled, a message will be displayed to the user if the Secure Remote Worker device has an active Wi-Fi adapter.
This message can be modified as you like, and different actions can be selected based on the results.

Secure Remote Worker can be either close, allow to continue or allow to continue without access to any application

or browser.

[=] User Message x
Title: - Wi-Fi Adapter Detected|
Type: @) Error Warning Information

Message: | SRW has detected that your device has an active WiFi adapter

Update Cancel
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End Point Security - Virtual Machine Detection

Display the following message if Secure Remote Worker is running inside a Virtual
Machine

If enabled, a message will be displayed to the user if Secure Remote Worker is running inside a Virtual Machine. This
message can be modified as you like, and different actions can be selected based on the results. Secure Remote
Worker can be either close, allow to continue or allow to continue without access to any application or browser.

[=] User Message x
Title: - Security Warning|
Type: @) Error Warning Information

Message: |SRWW has detected you are running inside a Virtual Machine

Update Cancel

Allow Secure Remote Worker to run inside the parent Hyper-V partition

If enabled, the above message will not be displayed if Secure Remote Worker is running inside the parent partition of
a machine with the Hyper-V role installed.

End Point Security - USB Device Blocking

Block access to USB mass storage devices

If enabled, any USB mass storage devices attached to the local machine will be blocked by default

End Point Security - Write Filter

If enabled, a VHDx will be created and the entire C: Drive will be filter protected
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End Point Security - Dual Persona

|= ] Secure Remote Worker Profile Editor - /o | x
Hl save Profile [y Export Profile = Import Profile [ Exit Profile Editor 3 Import/Export Wizard
| End Paint Security Dual Persona | Temparary Storage | Application Execution Prevenﬁon] Application Execution Prevention (Of'ﬁine)] Applic 1 *
Profile Details Dual Persona:
b Secure Remote Warker
»  Access Polides /] Enable Dual Persona *Windows 10 only
»  Computer Settings
+  End Point Protection Volume size |2 GB -

+ End Point Security
Wi-Fi Adapters
WM Detection

USE Devices
Write Filter /! Use an avaiable drive letter if the preferred one is not available

Volume label | Secure Remote Worker

Preferred volume drive letter | S: -

: Dual Persona
Temporary Storage

Erase volume after session

Application Execution Prevention writable Locations:
Application Execution Prevention (Offline)
Dp. ) . v Spedify writable locations for dual persona as either local paths to folders or unc format paths to network shares.
Application Module Protection
Driver Execution Protection
Process Execution Security

Service Execution Prevention \ishare\folder

Tip: Use Drives\Folder format for local paths or \\Server\Share format for netwo

v Administration
Validation Toal
Software Package Installation
Client Paths
Thin5cale Virtual Desktop Agent

Enable Dual Persona

Dual Persona is a new technology in SRW 7 that lets you move the SRW local windows user profile away from the local
hard drive of the personal device (C:\Users) to an encrypted virtual volume.

The encrypted virtual volume is managed by SRW and is only made available when SRW is active.

When enabled, users will only be able to save data to this encrypted volume, all other locations, including all local hard
drive volumes, are marked read-only when accessed from within the SRW session.

Only applications running inside the SRW session have access to the virtual volume.
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Enable Dual Persona

Select to enable Dual Persona

Volume Size
Select the maximum size of the virtual volume. The Dual Personal volume is dynamically sizing so will only consume
actual hard disk space when data is saved to it.

Volume Label

Specify the formatted volume label of the Dual Persona volume

Preferred Volume Drive Letter

Select the drive letter that will be assigned to the Dual Persona Volume

Use an available drive letter if the preferred one is not available
If enabled and the preferred driver letter is in use on the local device, SRW will use the first available drive letter on
the device.

Erase Volume after the session

When enabled, all data that was saved to the virtual volume during the SRW session will be deleted.

Writable Location
If enabled, you can specify share drive or local folders where users can save data into it, while still protecting the
entire C: drive.
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End Point Security - Temporary Storage

|=) Secure Remote Worker Profile Editor —|lBa | x
E] save Profile [y Export Profile [= Impert Profile [£J Exit Profile Editor % Import/Export Wizard
£ EndPoint Security] Dual Persona Temporary Storage | Application Execution Prevention | Application Execution Prevention (Of'ﬁine)] Applic_ 1 *
Profile Details Temporary Storage:
»  Secure Remote Worker
»  Access Policies /] Enable Temporary Storage *Windows 10 only
v Computer Settings
+ End Point Protection Volume size |2 GEB -

~ End Point Security
Wi-Fi Adapters
VM Detection

USE Devices
Write Filter 1 Use an available drive letter if the preferred one is not available

Volume label | Temporary Storage

Preferred volume drive letter | T: -

Dual Persona
i Temporary Storage

Application Execution Prevention
Application Execution Prevention (Offline)
Application Module Protection

Driver Execution Protection

Erase volume after logoff

Erase volume after reboot

Process Execution Security
Service Execution Prevention
Administration
Validation Tool
Software Package Installation
Client Paths
ThinScale Virtual Desktop Agent

-

Enable Temporary Storage

Temporary Storage is a new technology in SRW 7 that lets you create a temporary encrypted virtual volume on the
personal device that users can use to save data from within the SRW session.

The encrypted virtual volume is managed by SRW and is only made available when SRW is active.
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Enable Temporary Storage

Select to enable Temporary Storage

Volume Size

Select the maximum size of the virtual volume. The Temporary Storage volume is dynamically sizing so will only
consume actual hard disk space when data is saved to it.

Volume Label

Specify the formatted volume label of the Temporary Storage volume

Preferred Volume Drive Letter

Select the drive letter that will be assigned to the Temporary Storage Volume

Use an available drive letter if the preferred one is not available

If enabled and the preferred driver letter is in use on the local device, SRW will use the first available drive letter on
the device.

Erase Volume after logoff

When enabled, all data that was saved to the virtual volume during the SRW session will be deleted at the logoff

Erase Volume after reboot

When enabled, all data that was saved to the virtual volume during the SRW session will be deleted when the device
is rebooted
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End Point Security - Application Execution Prevention

|= ) Secure Remote Worker Profile Editor -8 | x
H Save Profile E;' Export Profile [ = Import Profile | Exit Profile Editor & Import/Export Wizard
£ EndPaint Security'] Dual Persona | Temporary Storage  Application Execution Prevention | Application Execution Prevention (Of'ﬂine)] Applic_ |+
Profile Details Execution Prevention
» Secure Remote Worker
» Access Polides /! Enable Execution Prevention
+  Computer Settings .
+  End Point Protection PSR
+ End Point Security Block the executable if it does not match any of the rules configured below /] Enable rule logging
Wi-Fi Adapters Rule Mame Enabled Action
VM Detection
USE Devices
Write Filter
Dual Persona
Temporary Storage

E.-'-\pplicaﬁon Execution Prevention
Application Execution Prevention (Offline)
Application Module Protection

Driver Execution Protection
Process Execution Security
Service Execution Prevention
b+ Administration

Validation Tool

Software Package Installation

Client Paths

ThinScale Virtual Desktop Agent

Enable Application Execution Prevention
If enabled, any processes added to the list will be allowed/ denied executing.

Passive mode
If enabled, any processes added to the list will always be allowed to execute.

Enable rule logging
If enabled, the administrator will be able to retrieve more information about the application being prevented from
executing, from the logs file.

Block the executable if it does not match any of the configured rules below

If enabled, and no other rules are created in the list, the console will auto-create a rule for you to prevent incorrect
system operation.
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Add/ Edit Rule Dialog Box

[= ] Add Application Execution Prevention Rule x

Fule Mame:

Rule Enabled: /]

Action: |Block r
Image Mame * | |Is - -
Image Mame Is Browse
File Size Is Mot —
File Description Begins With
Relationship | | Last Modified ( Ends With l
Image on System Drive Contains
Windows QS Binary Excludes
Certificate Present Regular Expression
Certificate Trusted
Certificate Thumbprint
Certificate Thumbprint (Any)
Certificate Issued To
Certificate Issued To (Any)
Certificate Issued By
Certificate Issued By (Any)
Certificate Trusted (Any)
Parent Process| Microsoft Signed Binary
Is Same Session
Rule Mame
Do not automatically block cross-session processes where no parent rule is set Add
Cancel
Rule Name

Describe the name of the rule to be applied.

Action

Select “Allow” or “Deny” allowing or denying Application execution.

Adding a rule

When creating a rule, there are relationships and conditions you can use to match or not a specific file name, size of
the file, last modified date and time, Windows OS binary and all the other options in the profile editor.
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An example of the rule can be seen in the screenshot below. The rule will deny, the locally installed notepad
application, from executing. When the user accessing that application will click on the icon, they will be prompted
with a dialog message.

|= ] Edit Application Execution Prevention Rule x

Rule Mame: | [E=pa=ri=

Rule Enabled: A/

Action: | Deny hd
And *  Image Mame * | |ig hd b
Browse Remove
Relationship | Condition Operator | Value
ik Image Mame ends with  mspaint.exe
Application Launch Error *x

e You are not allowed to run this application. Please contact your administrator,

Application Execution Prevention Processing Example

Application execution prevention rule processing is sequenced by the relationship between each condition in the
rule and the preceding condition. For ‘and’ conditions the conditional test must all pass. For ‘or’ conditions they are
examined as a “one of many” situation. The 1% condition in the rule will ignore the ‘relationship’ field as there are no
preceding conditions. In the following example, we show a rule to allow only 2 very specific versions of “Calculator”
given the filename and sizes.

First, we want to ensure the correct filename, so we add a condition to verify the filename. “Image Name”
represents the full path and filename and the only condition where upper/lower case does not matter.
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(=] Add Application Execution Prevention Rule x

Rule Mame: | Allow Calc

Rule Enabled: K1

Action: | Allow -
And * | Image Mame * | | ends with + | calc.exe -
Browse Remaove
Relationship = Condition Operator  Value
vk Image Mame ends with  calc.exe
K Cancel

Secondly, we want to allow 2 possible file sizes as either of the 2. To do this we add another condition to test the file
size as shown below. The value to check was obtained using the “Browse” action and selecting the required binary —
the editor will automatically select the appropriate value and populate the field.

(=] Add Application Execution Prevention Rule x

Rule Mame: | Allow Calc

Rule Enabled: K1

Action: | Allow -
And * File Size * s | | 27648 -
Browse Add Eemove
Relationship = Condition Operator  Value
vk Image Mame ends with  calc.exe
QK Cancel

Finally, we need to add a second size to allow. The difference is we must select a relationship of ‘or’ to indicate “the
1%t size or the 2" size”. In the image below, we see all 3 conditions added. This can be read as “(image name) AND
(1%t size OR 2" size)”.
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(=) Add Application Execution Prevention Rule x
Rule Mame: | Allow Calc
Rule Enabled: /]
Action: | Allow -

Or = | |File Size - | |is * 25432 -
Browse Add Remaove

Relationship | Condition Operator | Value

w4 Image Mame ends with  calc.exe

W and File Size i 27548

W ior File Size is 25432

QK Cancel

WARNING:

Application Execution Prevention is a system-level function that can prevent a system from operating correctly until the active Secure
Remote Worker profile is corrected and reloaded. By default, Secure Remote Worker applications will be allowed once verified by a signed
security certificate. Blocking all applications without any rules defined will ask to insert a rule to allow windows applications. All
applications launched via any method are filtered by AEP (if AEP is enabled and Secure Remote Worker is running).
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Parent Rule

The new Parent Process Rule will allow creating specific rule sets where it will be possible to allow/ block processes
created from a parent only.

Example: To block all cmd created by the system but only allow a cmd from a trusted source (i.e.: VPN) follow this
example:

1- Select the Parent Process

|= ) Edit Application Execution Prevention Parent Rule *x

* Image Mame *||Is v -

Browse Remove
Relationship | Condition Cperator Value
wj| Image Mame Is Mot c:\program files\openvpn connect\openvpnconnect.exe
2- Add the cmd
|= ] Add Application Execution Prevention Rule x
Rule Mame: |CMD
Rule Enabled: /]
i Action: | Block -
And *  Image Name * | | Ends With - -
Browse
Relationship = Condition Operatar Value
wil Image Mame Ends With \cnd. exe

If the parent rule ISNOT open VPN in this case, block all cmd processes created on the system, otherwise allow it.
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End Point Security - Application Execution Prevention (Offline)

|= | Secure Remote Worker Profile Editor -
ave Profile ort Profile | =5 Import Profile it Profile Editor o Import/Export Wizar
Save Profil Export Profil Import Profil Exit Profile Edi & Import/Export Wizard

£ End Paint Security] Dual Persona] Temporary Storage] Application Execution Prevention Application Execution Prevention (Offine) ]Applic ]

Profile Details Application Execution Prevention (Offline)

b+ Secure Remote Worker

b+ Access Polides &/] Enable Application Execution Prevention (Offiine)

v Computer Settings Passive mode

+  End Point Protection

+ End Point Security Enable rule logging
WiFi Adapters Rule Mame Enabled Action
WM Detection
USE Devices
Wirite Filter

Dual Persona

Temporary Storage

Application Execution Prevention
 Application Execution Prevention (Offine)
Application Module Protection

Driver Execution Protection

Process Execution Security
Service Execution Prevention
v Administration
Validation Tool
Software Package Installation
Client Paths
Thin3cale Virtual Desktop Agent

The AEP (Offline) mode is the same as the normal AEP with the only difference that is targeting applications outside
the SRW session.

There are cases where the administrator wants to stop application execution when the user is not logged in the SRW
session, the AEP offline is used to tackle exactly that use case.

Let’s see an example rule blocking the Horizon view client when the SRW session is not enabled
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£ EndPoint Security] Application Execution Prevention Application Execution Prevention (Offiine) | Service Execution Preventiu:un]

Application Execution Prevention (Offling)

+/ Enable Application Execution Prevention (Offine)
Passive mode

Enable rule logging

Rule Mame Enabled Action
Harizon Yes Allow
Cisco Yes Block
VPN Yes Block
|= ) Edit Application Execution Prevention (Offline) Rule e

Rule Mame:
Rule Enabled: &/

Action: | Allow -
And *  Image Mame v Is - -
Browse Remove
Relationship  Condition Operator  Value
& Image Mame  Ends With  vmware-view.exe
ine)
oK Cancel

o Ch\Program Files (x36)\Whware\WMware Horizon View Clienthwmware-view.exe X
W Wlware
Haoriz...
Windows cannot access the specified device, path, or file. You may not have the appropriate
permissions to access the item,

Private
Tunnel
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End Point Security - Application Module Protection

|= | Secure Remote Worker Profile Editor — /o | x
E] save Profile| [y Export Profile = Import Profile [ Exit Profile Editor & Import/Export Wizard

o Temporary Storage | Application Execution Prevention | Application Execution Prevention (Offine)  Application Module Protection lDriver Ex4l*

Profile Details Application Module Protection

v Secure Remote Worker

v Access Policies K/ Enable Application Module Protection

+  Computer Settings Passive mode

v End Point Protection

+ End Point Security Block the process if @ module does not match any of the rules configured below Enable rule logging
Wi-Fi Adapters Rule Name Enabled Action
M Detection
LISB Devices
Write Filter

Dual Persona

Temporary Storage

Application Execution Prevention
Application Execution Prevention (Offline)

EAppIicaﬁon Module Protection
Driver Execution Protection

Process Execution Security
Service Execution Prevention
» Administration
Validation Tool
Software Package Installation
Client Paths
ThinScale Virtual Desktop Agent

Application Module Protection provides control over what application modules (DLL’s) are allowed to be loaded by
applications running when Secure Remote Worker is active. DLL’s can be whitelisted or backlisted giving complete
control over what executable code is running within the secure environment.

Should an already allowed executable try to load a module that is not permitted, SRW will terminate the process and
optionally log the user out of the Secure Remote Worker session.
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End Point Security - Driver Execution Protection

|= | Secure Remote Worker Profile Editor =/ o | x
Hl save Profile E;-l Export Profile [ = Import Profile  |£3 Exit Profile Editor _g Import/Export Wizard

£ application Execution Prevention | Application Execution Prevention [Of'ﬁine)] Application Module Protection  Driver Execution Protection IP g

Profile Details Driver Execution Protection

+ Secure Remote Worker

v Access Policies \” Enable Driver Execution Protection

+  Computer Settings .

+ End Point Protection Passive mode

~ End Point Security Enable rule logging
Wi-Fi Adapters Rule Mame Enabled Action
WM Detection
USE Devices
Write Filter

Dual Persona

Temporary Storage

Application Execution Prevention
Application Execution Prevention (Offline)
Application Module Protection

: Driver Execution Protection

Process Execution Security
Service Execution Prevention
v Administration
Validation Tool
Software Package Installation
Client Paths
ThinScale Virtual Desktop Agent

Driver Execution Protection provides functionality to blacklist Windows drivers.

If a Windows driver, that matches a configured rule, is installed and running on the system, SRW will not run.
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End Point Security - Service Execution Prevention

|=| Secure Remote Worker Profile Editor — o]l x
Hl save Profile [y Export Profile [=5 Import Profile [£] Exit Profile Editor % Import/Export Wizard
| application Module Protection | Driver Execution Protection | Process Execution Security Service Execution Prevention l 1
Profile Details

Service Execution Prevention

b Secure Remote Worker
v Access Polices /| Enable Service Execution Prevention
»  Computer Settings .
v End Point Protection RS R
+ End Point Security /! Enable rule logging
Wi-Fi Adaners Rule Name Enabled Action Applies To
WM Detection LIquidware Yeg Start / Notify
USE Devices
Write Filter

Dual Persona
Temporary Storage
Application Execution Prevention
Application Execution Prevention (Offline)
Application Module Protection
Driver Execution Protection
Process Execution Security
i Service Execution Prevention

v Administration
Validation Tool
Software Package Installation
Client Paths
ThinScale Virtual Desktop Agent

Service Execution Prevention builds on existing Application Execution prevention technology to provide Windows
services execution control at the system level. Using familiar concepts from AEP, an administrator can define rules
for a profile to control what services can run or should be stopped. As with AEP, control is asserted overall service
applications including all Windows services.

Service Execution Prevention has areas of operation - at start-up services are scanned for compliance, additionally,
real-time monitoring of services takes place while Secure Remote Worker policies are in place.

Service Execution Prevention

Enable Service Execution Prevention

If enabled, SEP real-time monitoring will scan any services that match rules and apply any required actions.

Passive mode

If enabled, services will be scanned by Service Execution Prevention, but rule actions will not be applied.
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Enable rule logging

If enabled, the administrator will be able to retrieve more information about service scanning and actions taken from
the log files.

(=] Add Service Execution Prevention Rule

Rule Mame:
Rule Enabled: /]

Action: Stop -

Stop (Force) i
Motify (Stop)
And | | Stop [ Motify Is v
Stop (Force) / Motify
Start
Motify (Start)
Relationship | Start / Notify " berator Value

Cancel

Action setting

The action setting control how SEP responds to a service should it match a rule. Some action settings may cover
multiple actions in which case actions are applied in the following order:

Action Description
Start Request the service to start cleanly.
Stop Request the service to stop cleanly.

Stop (Force) Request the service to stop cleanly - if it does not,
force the service process to terminate.

NOTE: shared Windows services will not be force
stopped.

Notify If all other actions have failed, notify the user to
stop the service
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Rule conditions
Condition values available to SEP rules are the same as are available to AEP rules with the addition of some service-
specific items - Service Name, Display Name, Command-Line, Logon User and Shared Service.

For standard service applications, the file detail conditions will reference the known service binary (also in the
Command-Line condition). For shared Windows services (e.g., those that execute under the “svchost.exe” process),
the file details will reference the binary containing the actual service and not the service host process — this could be
either “.dll” or “.exe” file type.

(=] Add Service Execution Prevention Rule x

Fule Mame:

Rule Enabled: &/

Action: | Stop b
And * Image Mame x* |Is i b
Image Mame
File Size
File Description
Relationship | Last Modified Operator | Value

Image on System Drive
Windows OS Binary
Certificate Present
Certificate Trusted
Certificate Thumbprint
Certificate Issued To
Certificate Issued By
Service Name

Display Mame
Command Line

Legon User

Shared Service Cancel

Service Execution Prevention - User Notifications

If rules are defined that use the “Notify” action the SEP profile setting for message display should be checked. If this
setting is not checked the user will not be presented with any notifications even if rules request it. If the editor
detects rules that require notifications one of the following warnings may be displayed.
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Service Execution Prevention

Service Execution Prevention has notifications setin the rules but the notification message and action are not enabled.
This configuration will not show the requested notifications.

Do you want to enable the notification message and action?

Service Execution Prevention

The current Service Execution Prevention rules have notifications set,
Disabling the notification message and action will not show the requested notifications,

Are you sure you want to disable the notification message and action?

Should notifications be displayed to the user the following dialog is presented showing all requested service actions
(one example action shown below). When the SEP profile setting is enabled, an administrator may also require
Secure Remote Worker to close — if required this action is performed once the notifications dialog closes.

@ - Service Execution Prevention x

SRW has detected that the following service actions are required.
w Please use the Services control panel to resolve these.

Service Mame Required Action

EFMwarE Horizon Client Stop Service
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11. Administration

|=) Secure Remote Worker Profile Editor — | o | x
Hl save Profile E|] Export Profile [ =5 Import Profile  |[£Y Exit Profile Editor

£ administration ISCreen Capture

Profile Details Administrator Access:

v Secure Remote Worker

+  Access Policies Local Unlock Password:  sessssssssss Set Password
»  Computer Settings

+ End Point Protection &/ Disable unlock keyboard hotkey (CTRL+ALT+HJ)

v End Point Security Close SRW after unlock

- | Administration

Launch Windows Explorer after unlock

Screen Capture
Validation Tool
Software Package Installation
Client Paths
Thinscale Virtual Desktop Agent

Administrator Access

Local Unlock Password

The password is used when unlocking Secure Remote Worker via the padlock or CTRL+ALT+U key sequence (if not
disabled).

Disable unlock keyboard hotkey (CTRL+ALT+U)

If enabled, users cannot unlock Secure Remote Worker using the CTRL+ALT+U key sequence.

Launch Windows Explorer after an unlock

If enabled, once the machine is unlocked Windows Explorer will auto-launch.
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Administration - Screen Capture

|=} Secure Remote Worker Profile Editor -/l 8| x
H save Profile E.J Export Profile [ = Import Profile |£Y Exit Profile Editor

£ admiristration Sereen Capture
Profile Details SMTP Settings:

» Secure Remote Worker
. &/! Enable Email Functionality
+  Access Policies
+  Computer Settings
v End Point Protection B EEE S
+ End Point Security SMTP Server Name: SMTP Server Requires S5L
~ Administration
{Sreen Capture SMTP Port: |0
Validation Tool
Software Package Installation SMTP Server Requires Credentials:
Client Paths
ThinScale Virtual Desktop Agent SMTP User Credentials:
SMTF Username:
SMTP Password: Set Password

Default Values:

From Address:

To Address: Email Body is Required
Email Subject: Read Only in SRW
Test Settings

SMTP Settings

Enable Email Functionality
Email functionality is required for the screen-shot option with Secure Remote Worker.

Server Details

SMTP Server Name

Hostname or IP address of the SMTP server to use.

SMTP Port

Port number the SMTP server is using.
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SMTP User Credentials

SMTP Username

The username is used to authenticate with the SMTP server.

SMTP Password

Password for the User account to authenticate with the SMTP server.

Default Values

From Address

The default email address the email will be sent from.

To Address

The default email address the email will be sent to.

Email Subject

The default email subject.

Email Body is required

If enabled, the email’s body cannot be empty.

Read Only in Secure Remote Worker

If enabled the Secure Remote Worker user cannot change the default values of “from address”, “to address” or
“email subject”.
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12. Validation Tool

|=] Secure Remote Worker Profile Editor — | o | x
H save Profile E.l Export Profile [ = Import Profile |2} Exit Profile Editor

B settings:
Profile Details Window Title:
» Secure Remote Worker Secure Remote Worker Validation Tool
+ Access Polides
» Computer Settings To use a custom logo, place a logo.png or logo.jpa file in the same folder as the tool's executable. Please ensure the height is 50px.
» End Point Protection Welcome Screen
+ End Point Security

+ Administration

{Validation Tool W] User Data Collection Sereen

Software Package Installation Items Required Add
Client Paths

ThinScale virtual Desktop Agent Delete

Set Device Name

W/ Tests Progress Screen (@) Full Minimal
Documentation Help Links:
Test Hyperlink
Firewall =

WindowsUpdates

WM

WiFi

SecurityCentre AV

SeaurityCentre AntiSpyware

SecurityCentreFirewall

Information on Custom Links Usage...

Tests Completed Screen

W] View Test Results Screen

Allow an optional 150N file to override some of these settings

Automatic results upload (if connection is available)

Please refer to the “Secure Remote Worker Validation Tool” doc for more information.
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13. Software Package Installation

|= ) Secure Remote Worker Profile Editor -/l 8| x
H save Profile E.l Export Profile [ =5 Impert Profile  |EY Exit Profile Editor % Import/Export Wizard
Pl Software Package Installation:

Profile Details
The following options control when the assigned software packages from the ThinScale Management Console are installed on the

b+ Secure Remote Worker SRW device

b Access Polices

+  Computer Settings i! Install packages when the SRW UI is launched

» End Point Protection Install packages when the SRW UL is dosed

v End Point Security

v Administration Package installation can be deferred *These settings apply to all assigned packages

Validation Tool

i Software Package Installation
Client Paths Software Packages

Don't show package install list if installation cannot be deferred

Thin5cale Virtual Desktop Agent

Secure Session Apps
&/ Enable Secure Session App= * Windows 10 and above only
Volume size 4 GB v
Volume |abel | Secure Session App Volume

Mount Point: | %%PROGRAMFILES%\TSTSecureSessionApps

The following options will control when software packages will be deployed on the Secure Remote Worker devices

Install software packages when the Secure Remote Worker Ul is launched

If enabled, software packages assigned to the folder will be deployed when the Secure Remote Worker Ul is
launched.

Install software packages when the Secure Remote Worker Ul is closed

If enabled, software packages assigned to the folder will be deployed when the Secure Remote Worker Ul is closed.
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Don’t install software packages when the profile is refreshed

If enabled, software packages assigned to the folder won’t be installed at a profile refresh.

Only install software packages on profile refreshed when the Secure Remote Worker Ul is

running
If enabled, software packages assigned to the folder will be installed at a profile refresh and when the Ul is launched.

Don’t install software packages when the user is not logged onto Windows

If enabled, software packages assigned to the folder won’t be installed when the user is not logged in to the
machine.

Package installation can de be deferred
Select the number of times the user can defer the software installation.

Secure Session Packages
When enabled, this setting will define the size and the mounting point where the new ThinScale Secure Session Apps
will be installed.
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14. Client Paths

|= | Secure Remote Worker Profile Editor
H save Profile [y Export Profile [= Import Profile [EJ Exit Profile Editor

P Default Icon Paths:
Profile Details
v Secure Remote Warker Citrix Ica Client Path: weprogramfiles(32) 36 \Citrik \ICA Client\cdviewer. exe
b Access Polices Microsoft RDP Client Path: | c:ywindows\system32\mstsc. exe
+  Computer Settings
v End Paint Protection WMware View Client Path: | C:\Program Files\WMware\WMware View\Clientbin\wswe.exe; %sprogramfiles(32) 36 \WMware\!
+ End Point Security

» Administration
validation Tool These are the paths to look for the respective applications icons (mstsc.exe, cdviewer.exe, etc).

MNote:

Software Package Installation
 Client Paths
ThinScale Virtual Desktop Agent

‘You can specify a number of locations by seperating the value with a semicolon ;) symbol.

Default Application Paths:

Citrix Ica Client Path: %eprogramfiles(32) 36 \Citrix\ICA Client),

Microsoft RDP Client Path: | c:\windows\system32}

VMware View Client Path: | C:\Program Files\WMware \WMware View'\Client\binl; %tprogramfiles(32) % \VMware \WMware Hi
MNote:

These are the paths to look for the respective applications {mstsc.exe, cdviewer.exe, etc).

‘You can specify a number of locations by seperating the value with a semicolon () symbol.

Note: To spedify a 32-bit path (e.q. program files (x85)Y)

Secure Remote Worker has its own environment variable for this, use
seprogramfies(32) %6

If this is evaluated:

-0n a 32-bit machine, its value is: "C:\Program Files™

Default Icon Paths

Paths to the client executables are used to extract the icons that will be displayed in the application tab.

Default Application Paths

Locations where Secure Remote Worker will look for the installation of the Citrix, Microsoft, and VMware clients.
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15. ThinScale Virtual Desktop Agent

|= ) Secure Remote Worker Profile Editor —Jla || x
[ save Profile [y Export Profile [= Import Profile [ Exit Profile Editor

P ThinScale Virtual Desktop Agent
Profile Details

v Secure Remote Worker v” Enable Virtual Desktop Agent support
» Access Policies PO IR SRLER S
on't send battery information

»  Computer Settings g
» End Point Protection Don't send Wi-Fi information
» End Point Security Don't send device inventory data
+  Administration

validation Toal Update the device name in the Management Console to the VDI session username *ThinScale VDA 1.2 and above

Software Package Installation
Client Paths
i ThinScale Virtual Desktop Agent

Enable Virtual Desktop Agent support
When enabled, the Secure Remote Worker machine service will send to the VDA agent installed on the VDI server
information like battery, Wi-fi and Secure Remote Worker device inventory data.
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