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Terms of Acceptance by the Users for China ITFS 4008
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Users will comply with the People's Republic of China's laws, rules and all
kind of regulations when connected into Voice Gateway and will not carry
out any business that is illegal or against the laws. Users shall not use 4008
for any business beyond the agreement with China Telecom Global Limited
("CTG"). Any discovery of impersonation or fabrication of company or
identity documents, illegal use, change of agreed usage, transfer, sublet,

resale, or being reported by public security organs, after verification and

confirmation, the access and use of the service shall be terminated.
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Users will not use the China ITFS 4008 to transmit any messages relating to
criminal activities which endanger national security or disclose national
secrets.
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Users will not use the China ITFS 4008 for any information production,
inspection, copying and distribution which violate the law, disrupt public

order, undermine national unity, pornography and violence.
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Users will not use the China ITFS 4008 to spread the information which may
harm the social security, spread the superstitious, feudal and pornographic
information; steal or disclose national secrets, intelligence, or military secrets;
stir national hatreds and discrimination, undermine the ethnic solidarity,
organize cult activities, liaison with cult members to breach state laws or

regulations.
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"9 prohibited standards™: 1. (Users without the permission of Internet

news information service) news information related to social public
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affairs such as politics, economy, military, diplomacy and social
emergencies; 2. harm the social security; 3. steal or disclose national
secrets; 4. feudal and pornographic information; 5. spread the
superstitious; 6. gambling information; 7. fake or invalid information;
8. destroy the morality of society and Legitimate Rights and Interests;
9. other information in conflict with the current national policies, laws
and regulations.
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"5 prohibited information categories”: 1. fraud and extortion by using
fake names; 2. spread pornography, gambling, violence, homicide,
terror or instigate crimes; impart criminal methods; 3. lllegal sales of
firearms, ammunition, explosives, smuggling, drugs, ecstasy,
pornography, banknote that is known to be fake or the swag; 4.
disturb others by repeatedly sending SMS; 5. and the information that
contain the prohibit content which violate the Constitution, laws and

regulations;
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Users shall not provide personal information and important data
which were collected and generated in the operation in the China to
foreign jurisdiction, unless: (1) security assessment has been
completed and passed in accordance with the relevant laws and
regulations, and (2) in the case of personal information, the consent
of the personal information subject is obtained.

RTINS R IR Bk

It is not allowed to have any form of network attacks.
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Users are responsible for their system's security, and system health checks

are required on a regular basis.
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Users have the responsibility to promote the regulations and provisions
related to internet usage among their employees; establish and maintain
comprehensive user profiles, strengthen user management and educational
efforts; implement robust measures for network security and confidentiality
management..
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Users are obliged to cooperate with China Telecom Global Limited ("CTG")
to manage, investigate and deal with illegal actions and harmful information;
when CTG found that the users’ line to send the prohibit content in the
above terms, the users agree with the operator to stop the related services

immediately.

Users should immediately adopt measures to stop transmission of harmful
information and report to CTG and the relevant authority when discover any

illegal criminal activities and harmful information,
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Users are required to support CTG, in order to provide relevant and valid
information for network security incident tracking, including but not limited
to end user's company name, business registration information, contact
information (email, phone number, social media information, etc), server IP
address, end users consumption amount, authorized letter from end user,
end user’s business scenario and description, and any other information of
such end user who is related to the fraud call and as may be requested by

CTG from time to time.
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The information provided, copied, issued or disseminate by users must
comply with provisions of intellectual property rights and personal
information protection, and agrees not to transmit or disseminate material
of data that infringes or violates any third party’s intellectual property rights,

including patent, copyright, trademark, or trade secrets and rights of privacy.
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Users should establish an effective information security management
systems and technological protection measures, and accept the
management, supervision and inspection by relevant departments.
Information security management systems should be strengthened to
prevent weak passwords and other information security breaches. CTG is
allowed to scan through the systems for information security breaches. CTG
has the right to suspend service by sending 2 notifications about information

security breaches without rectification.
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If any contravention of the above provisions, CTG has the right to take

measures to shut down the connection of China ITFS 4008 and all rights

reserved. Users shall bear all the direct economic losses to CTG due to the



violation of above provisions. This undertaking letter will be retained by CTG.
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English translation of this Terms of Acceptance for by the Users for China
ITFS 4008 shall be for reference only. In the event of any inconsistency
between English translation and Chinese version, Chinese version shall

prevail.
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