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This document describes authentication mechanics within the Kigo API platforms. The applicable parties are “Kigo”, the
“Vendor”, and our shared customer, the property management company (PM). The systems involved are Kigo Authorization
API (id.kigo.net), Kigo Pro APIs (kigoapis.com), and the Vendor application(s).

Setup/Account Linking

Before Vendor applications can retrieve PM data from Kigo Pro APIs, the PM must opt-in to the Vendor’s product or service.
This triggers a process which informs the Vendor application of the PM’s intent to allow Kigo to share PM data and provides a
mechanism for authentication.

e The moment a Kigo Property Manager (PM) opts-in to a vendor's services, their browser window will be redirected to a
URL in the vendor's domain:

Example: https://www.testvendordomain.com/signin-oidc?
code=CB6627A2285B77A2C723190B88DEQ7347A2378BB889FAA3F3256EB5D6BD79E86&scope=pro.property
% 3Aget¥%20offline access

¢ To connect the Vendor application with Kigo, the following steps must be executed:

1. Authenticate the PM User within the Vendor application. The user must log in (or sign up) within the Vendor
application, so that the following OAuth 2.0 Refresh Token can be associated with the correct PM Account within
the Vendor application.

2. After the PM is authenticated against the Vendor application, a refresh token must be associated with the
account within the Vendor application. The Kigo Authorization APl must be called to exchange the code and
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scope provided in the above query string for a Refresh Token. This call is a grant type of authorization_code and
utilizes the Vendor credentials (client_id, client_secret) which are provided to the Vendor by Kigo during initial
integration.

POST /connect/token HTTP/1.1
Host: id.kigo.net

Content-Type: application/x-www-form-urlencoded Content-
Length: 432

client_id=testvendor.clients.pro.kigo.net
&client_secret=test-49C1A7E1-0C79-4A89-A3D6-A37998FB86BO
&grant_type=authorization_code

&scope=pro.property:get offline_access
&code=CB6627A2285B77A2C723190B88DEO7347A2378BB889FAA3F3256EB5D6BD79E86
&redirect_uri=https://www.somevendor.com/signin-oidc

3. The resulting Refresh Token provided by this call must be stored within in the Vendor application and associated
with the PM account. Notice that the response will also provide an initial “access_token”. This is only a
convenience. The most important part here is to capture and store the “refresh_token” since that will be used in
the future to issue new “access_tokens” as needed by the Vendor Application:

{

"access_token": "eyJhbGci0iJSUzIINiIsImtpZCI6IKkUSRDU3OEQXQOE2MzI2MkQ40EQOOUZFODUWMOQ5SNDM2QzcyM
Tc3RDZSUzIINiIsINR5cCI6ImMFOK2p3dCIsIngldCI6IjZkVjQwY3BqSmkySTFKX29VRDIVTNNjaGQ5WSI9. eyJuYmYiOjE2MT
Q2MTc2MTIsImVAcCIBMTYXNDYYMTIxMiwiaXNzIjoiaHROCHM6LY9raWdvLWlkZW50aXR5¢c2VydmVyLWR1di1l1ldXMuYXplcmV3
ZWJzaXR1lcy5uZXQilLCJIhdWQiOlsicHIvLmFwaSIsImh@dHBz0i8va2lnby1pZGVudGleeXN1cnZlcilkZXYtZXVzLmF6dXJ1ld2
Vic210ZXMubmVOL331c291cmN1lcyJdLCIjbGl1lbnRfaWQi0iJ@ZXNOedmVuZG9yLmNsaWVudHMucHIvLmtpZ28ubmvOIiwic3Vi
IjoicHIVLMFjY291bnRpZF82MzAiLCIhdXRoX3RpbWUi0jYzNzUwMjEONDAZMDAWMDAWMCWiaWRWIjoibG9jYWwilCIwecm8uYW
Njb3VudGlkIjoiNjMwIiwianRpIjoiMUEWMkQyNDIWRjNFODk@MJVFRkYyMzdERDMYMTcINGIiLCIpYXQi0jE2MTQ2MTCc2MTIs
InNjb3BlIjpbInBybyS5wcmOwzZX30eTpnZXQiLCIvZmZsaW51X2FjY2VzcyldfQ.d-
ChHaXp_BDCoWkJ3jmLEIra5SgX6ENFAdOrfnYILR7jvgglKrx4Y17eSA6DVCITZoIrP5E9kaIB1-7KA8LQWSNNN3-
BQb2M76VeY67w2df1QLUFdAAIMO6QIQYNS5gi2DYaxi6eGOVvgsQ_x_IRO3FtQTMiXZC5zullmxKMw3iArxKgSGNryhrHtQOMvQ
GhVKpifdR1E6nbRF5tDehuylakE5PvfIt7Y1Lk
20UMZKEJR1gPufym3pNjL99yPOn_-7iT11v1ItTg7UQ2wPqClhxX0ODiMbfAwsxSxfPshGOOr1WIICPB9EeD1S4sYqtTOWDfwa5s
6zK61sKYKfeTS15w",

"expires_in": 3600,

"token_type": "Bearer",

"refresh_token": "38B7CEFEF7C59BC37B381E67F96C3DC99285BCF5ACD29DA188A25A14C5BC6A3F",

"scope": "pro.property:get offline_access"”

Accessing PM Data

Before accessing PM data within the Kigo Pro APIs the stored Refresh Token must be exchanged for a short-lived Access
Token. On demand, the Vendor application will call the Kigo Authorization API to obtain this Access Token and utilize it for all
subsequent requests to the Kigo Pro API during the active session.

1. Call the Kigo Authorization API using a grant_type of refresh_token and provide your client_id, and client_secret.
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POST /connect/token HTTP/1.1

Host: id.kigo.net

Content-Type: application/x-www-form-urlencoded
Content-Length: 201

client_id=testvendor.clients.pro.kigo.net
&client_secret=test-49C1A7E1-0C79-4A89-A3D6-A37998FB86B0

&grant_type=refresh_token
&refresh_token=38B7CEFEF7C59BC37B381E67F96C3DC99285BCF5ACD29DA188A25A14C5BC6A3F

2. The response body will contain an access_token which should be stored for use in the current session:

"access_ token": "eyJhbGciOiJSUzIINiIsImtpZCI6IjVEQkMORDADMEQwWODRERDZFRTU3NTM5Q]YONzh
GOTE1QjM2NTk4NTASUzIINiIsInR5cCI6IMFOK2p3dCIsIngldCI6I1lhieESmQTBIVGRiIAVYxT2JaSGolRmJObG1
GYyJ9.eyJuY¥YmYiOjE2NTEYMjgOMzUsImV4cCIOMTYIMTIzMjAzNSwiaXNzIjoiaHROCHM6Ly9pZC5raWdvim51dC
IsImF1ZCI6WyJwcm8uYXBpIliwiaHROCHM6LYSpZC5raWdvImbldCOyZXNvdXJjZXMiXSwiY2xpZW50X21kIjoidG
VzdHZ1lbmRvci5jbGllbnRzLnByby5raWdvImbldCIsInN1YiI6InBybyS5hY2NvdWS0aWREOTM3IiwiYXV0aF90aw
11Tj02Mzc4NjgyNTA3ODAWMDAWMDASImlkcCIOImxvY2FsIiwicHIVIMEjY291bnRpZCI6IjkzNyIsImpO0aSI6ls
1GQz1FQzBBQzc4NOIyRTFGRDEINKEYMOY4MEYSNTQ1TIiwiaWF0IjoxNjUxM]jI4NDALILCJIzY29wZSI6WyJwecm8ucH
JvcGVydHk6Z2V0Iiwib2ZmbGluzZVOhY2N1c3MiXX0.pP2 fw7X f5B2DVXEvVSQ2YKuAdYAqaIWU 7 sOicX2GupG
ceb6QdIdbhEoXmHs647Z2Q0hhnGQghiVKMgJdJws7IWdxk83TFd~
4k1l4pzacT6Kg0FTgvCprh3Z7Rgni SER1JJEypvv-1KASZ1TwoWR-
t4gbdRtyDAQKkiWO7mRenoNfukfhRfarOQJITtCLM NCHwWG2 bDIgO56bhX9ELhNj4CYcS5y5qpuBWtTqYY5v2kx
RmMWDLpKsbLd- oJQEilLxCZv nIOF6GrrB-
krugLF6J08J13uXpJDVEVFIOSMU30xEoSNniNEgPMT1itTUQGBA] 630uFfjxfb0ecyk2h08IYQ",

"expires in": 3600,

"token type": "Bearer",

"refresh token": "EB261E346DBE084A536412F960730FF3D19A51ADCI91ASF4A70F336FE351E3637",

"scope": "pro.property:get offline access"

3. When calling Kigo Pro API endpoints, this Access Token must be included in the header of all requests:
Authentication: Bearer {access_token})

Expiration times

ITEM EXPIRATION
Code grant 15 minutes
Access token 1 hour
Refresh token It expires if it is not used for 60 consecutive days in a row
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